int __fastcall PrjfRevertInMemoryTombstonesForDirectory(PFLT_INSTANCE Instance, PFILE_OBJECT ParentFileObject)
{
   ...
   FltAcquireResourceExclusive(&ParentFileContext->Resource);
   ...
   TombStoneEntry = RtlEnumerateEntryHashTable(&ParentFileContext->TombStoneHashTable, &Enumerator);
   ...
   TombStoneEntry->bPendingRemove = 1;
   ...
   FltReleaseResource(Resource);

   Status = PrjfCreateTombstone(Instance, &usFullPath, TombStoneEntry->bDirectory);

   ...
   FltAcquireResourceExclusive(Resource);
   pTombStoneHashTable = &ParentFileContext->TombStoneHashTable;
   for ( Entry = RtlLookupEntryHashTable(
                     &ParentFileContext->TombStoneHashTable,
                     Signature,
                     &Context); Entry; Entry = RtlGetNextEntryHashTable(
                                                   pTombStoneHashTable,
                                                   &Context) )
   {
       if ( Entry->bPendingRemove )
       {
         RtlRemoveEntryHashTable(pTombStoneHashTable, &Entry->TableEntry, &Context);
         Buffer = Entry->usDstFileName.Buffer;
         if ( Buffer )
           ExFreePoolWithTag(Buffer, 'nfJP');
         FileContext = Entry->FileContext;
         if ( FileContext )
           FltReleaseContext(FileContext);
         ExFreePoolWithTag(Entry, 'thJP')
       }
     }
   ...  
   FltReleaseResource(&ParentFileContext->Resource);
   ...
}

In PrjfRevertInMemoryTombstonesForDirectory() function, it first calls RtlEnumerateEntryHashTable() to get a TombStoneEntry, and then use this entry in PrjfCreateTombstone(Instance, &usFullPath, TombStoneEntry->bDirectory), after that it calls RtlLookupEntryHashTable() and RtlGetNextEntryHashTable() to fetch this entry again and calls ExFreePoolWithTag(Entry, 'thJP') to free it.

Of which, PrjfCreateTombstone(...,TombStoneEntry->bDirectory) is out of the protection of ParentFileContext->Resource. So there is a chance that this TombStoneEntry has been freed by another thread when it is being used by PrjfCreateTombstone().

We can imagine that there are two threads accessing PrjfRevertInMemoryTombstonesForDirectory() function at the same time. Thread1 and Thread2 all get to the PrjfCreateTombstone() function, then Thread1 continues to run to ExFreePoolWithTag(Entry2, 'thJP') and frees this entry. But now, Thread2 is using this freed entry to get the value of TombStoneEntry->bDirectory. This will result in a UAF bug.

The debugging information is as follows:
2: kd> bc* 
2: kd> .reload /f prjflt.sys
2: kd> bu0 PrjfRevertInMemoryTombstonesForDirectory+2FC "bd0"
2: kd> bu PrjfRevertInMemoryTombstonesForDirectory+413   "be0;gc"
2: kd> bu PrjfAddInMemoryTombstone+256   "bd0;gc"
2: kd> bd0
2: kd> g
prjflt!PrjfRevertInMemoryTombstonesForDirectory+0x2fc:
fffff802`6c246818 448a4618        mov     r8b,byte ptr [rsi+18h]
3: kd> !pool rsi 2
Pool page ffff998d81b1b480 region is Paged pool
*ffff998d81b1b470 size:   50 previous size:    0  (Allocated) *PJht
		Owning component : Unknown (update pooltag.txt)
3: kd> g
prjflt!PrjfRevertInMemoryTombstonesForDirectory+0x2fc:
fffff802`6c246818 448a4618        mov     r8b,byte ptr [rsi+18h]
0: kd> !pool rsi 2
Pool page ffff998d81d595f0 region is Paged pool
*ffff998d81d595e0 size:   50 previous size:    0  (Free)      *PJht
		Owning component : Unknown (update pooltag.txt)
0: kd> k
 # Child-SP          RetAddr               Call Site
00 ffffa981`92bdf350 fffff802`6c232563     prjflt!PrjfRevertInMemoryTombstonesForDirectory+0x2fc
01 ffffa981`92bdf470 fffff802`6c232630     prjflt!PrjfPreSetDispositionInformation+0x9f
02 ffffa981`92bdf4d0 fffff802`6578d4a8     prjflt!PrjfPreSetInformation+0x40
03 ffffa981`92bdf510 fffff802`6578cdc5     FLTMGR!FltpPerformPreCallbacksWorker+0x398
04 ffffa981`92bdf6a0 fffff802`65784877     FLTMGR!FltpPassThroughInternal+0xe5
05 ffffa981`92bdf740 fffff802`657845d6     FLTMGR!FltpPassThrough+0x187
06 ffffa981`92bdf780 fffff802`d3a06fbf     FLTMGR!FltpDispatch+0x96
07 ffffa981`92bdf7e0 fffff802`d3a06f33     nt!IopfCallDriver+0x5f
08 ffffa981`92bdf820 fffff802`d3a06d09     nt!IofCallDriver+0x13
09 ffffa981`92bdf850 fffff802`d3a0c2b0     nt!IopCallDriverReference+0xe9
0a ffffa981`92bdf8d0 fffff802`d3f3a5c5     nt!NtSetInformationFile+0x640
0b ffffa981`92bdfa00 00007ff8`e7cbff44     nt!KiSystemServiceCopyEnd+0x25
*** WARNING: Unable to verify checksum for PrjFltTest10.exe
0c 0000008d`d0f5f638 00007ff7`2f6d9eb5     ntdll!NtSetInformationFile+0x14
0d 0000008d`d0f5f640 00007ff8`e77c5c07     PrjFltTest10!Worker2+0xa5 [C:\Work\vsproj\PrjFltTest10\PrjFltTest10\PrjFltTest10.cpp @ 719] 
0e 0000008d`d0f5f7c0 00007ff8`e7bd9c70     KERNEL32!BasepFindPrefixAlias+0x36 [d:\w7rtm\base\win32\client\support.c @ 538] 
0f 0000008d`d0f5f7f0 00000000`00000000     ntdll!RtlUserThreadStart+0x20
0: kd> r
rax=0000000000000000 rbx=0000000000000000 rcx=ffff868276efe610
rdx=ffff8682781ae080 rsi=ffff998d81d595f0 rdi=ffff868276efb910
rip=fffff8026c246818 rsp=ffffa98192bdf350 rbp=ffffa98192bdf409
 r8=0000000000000000  r9=ffffa98192bdf2e8 r10=0000000000000000
r11=ffffa98192bdf270 r12=fffff8026c21e098 r13=fffff8026c21e140
r14=ffff868276efba00 r15=fffff8026c222050
iopl=0         nv up ei pl zr na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040246
prjflt!PrjfRevertInMemoryTombstonesForDirectory+0x2fc:
fffff802`6c246818 448a4618        mov     r8b,byte ptr [rsi+18h] ds:002b:ffff998d`81d59608=00
0: kd> !pool rsi 2
Pool page ffff998d81d595f0 region is Paged pool
*ffff998d81d595e0 size:   50 previous size:    0  (Free)      *PJht
		Owning component : Unknown (update pooltag.txt)

