PrjfCompleteCommandHandler() is one of the handlers of PrjfPortMessage(), you can use it to customize the user file system request result for the files which are in the virtualization root directory.

void __fastcall PrjfCompleteCommandHandler(
        PFLT_INSTANCE Instance,
        _PRJ_MSG_COMLETE_COMMAND_HANDLER_IN_DATA *MessageData)

struct _PRJ_MSG_COMLETE_COMMAND_HANDLER_IN_DATA
{
ULONG DataSize;
int _4;
GUID virtualizationInstanceID;
int Tag;
char _1c[60];
ULONG CommandId;
int RetStatus;
ULONG ResultLength;
char ResultBuffer[];
};


In PrjfCompleteCommandHandler(), it calls 
memmove(CommnadEntry->OutputEntry->OutputBuffer, MessageData->ResultBuffer, MessageData->ResultLength); to set the command handling result to the command entry of AvlCommandTable. The MessageData is a pool buffer, the user input data was copied to it at the beginning of PrjfPortMessage(), so the MessageData->ResultLength is controlled by users, but it was not strictly checked in PrjfCompleteCommandHandler() and PrjfPortMessage(), so it can be a big enough value to outrun the MessageData pool buffer, from this, the data which next to it can be copied into the OutputBuffer, for example, the size of MessageData pool buffer is 0x100, if the ResultLength is 0x200, at least, additional 0x100 buffer behind it will be copied to the OutputBuffer. 

Yes, there is a function called PrjfValidateNamesInEnumeration() will validate this OutputBuffer later, this OutputBuffer is a structure of directory information, like FILE_ID_EXTD_DIR_INFORMATION, it depends on what kind of information you required.

typedef struct _FILE_ID_EXTD_DIR_INFORMATION {
	ULONG         NextEntryOffset;
	ULONG         FileIndex;
	LARGE_INTEGER CreationTime;
	LARGE_INTEGER LastAccessTime;
	LARGE_INTEGER LastWriteTime;
	LARGE_INTEGER ChangeTime;
	LARGE_INTEGER EndOfFile;
	LARGE_INTEGER AllocationSize;
	ULONG         FileAttributes;
	ULONG         FileNameLength;
	ULONG         EaSize;
	ULONG         ReparsePointTag;
	FILE_ID_128   FileId;
	WCHAR         FileName[6];
} FILE_ID_EXTD_DIR_INFORMATION, * PFILE_ID_EXTD_DIR_INFORMATION;

The Leaked pool buffer data was already written into the FileName field of the dir entry data buffer from above memmove function in PrjfCompleteCommandHandler() .

The most important fields of the FILE_ID_EXTD_DIR_INFORMATION here are NextEntryOffset, FileNameLength and FileName, because PrjfValidateNamesInEnumeration() will use them to check the info buffer.

Please note that the data type of  FileNameLength field is ULONG, but in the PrjfValidateNamesInEnumeration(), it is treated as a USHORT, 
…
switch ( FileInformationClass )
  {
    case FileIdExtdDirectoryInformation:
      FileNameLength = *(OutputBuffer + 0x3C);
      pFileName = OutputBuffer + 0x58;
      HeaderSize = 0x58;
      goto LABEL_19;
    case FileIdExtdBothDirectoryInformation:
      FileNameLength = *(OutputBuffer + 0x3C);
      pFileName = OutputBuffer + 0x72;
      HeaderSize = 0x72;
      goto LABEL_19;
…
The disassemble of the line  FileNameLength = *(OutputBuffer + 0x3C); is 
movzx   r8d, word ptr [rbx+3Ch]
So there is underflow bug for the FileNameLength, for example, the FileNameLength is 0x10000c, but it is truncated to 0xc, so it only check the first 0xc bytes of the FileName fields, it means that the validation for the leaked additional pool buffer bytes can be easily bypassed.

But In PrjfMungeDirectoryEnumerateWithoutShortname or other similar functions, it calls memmove(OutEntryBuffer->DirInfo.FileName, Entry->FileName, FileNameLength); to copy the entry data to the user buffer. Here, the FileNameLength type is right, it is ULONG, and its value is 0x10000c,  so the checked 0xc bytes and unchecked 0x10000 all will be written into the user data buffer. From this, the leaked pool buffer in the FileName field of dir entry data buffer will be copied out to the user buffer

…                
FileNameLength = Entry->FileNameLength;    mov     r15d, [r14+3Ch]
…


Below is some debugging information to show how the pool data overflowed in the PrjfCompleteCommandHandler().

1: kd> bc*
1: kd> .reload /f fltmgr.sys
1: kd> .reload /f prjflt.sys 
1: kd> bu prjflt!PrjfCompleteCommandHandler+0x20f
1: kd> g
Breakpoint 0 hit
prjflt!PrjfCompleteCommandHandler+0x20f:
fffff802`4cd73dcf e8ac660000      call    prjflt!memcpy (fffff802`4cd7a480)
1: kd> r
rax=ffffc78a177aee10 rbx=ffffa60f53e174c8 rcx=ffffa60f539b7000
rdx=ffffa60f53e1752c rsi=ffff908aff2d06e0 rdi=ffffa60f54b8eb70
rip=fffff8024cd73dcf rsp=ffffc78a167f74b0 rbp=ffff908aff2d0818
 r8=0000000000000174  r9=0000000000000001 r10=fffff802b603ba90
r11=ffffc78a167f7320 r12=ffffc78a167f76a8 r13=ffffa60f53adec70
r14=ffffa60f53e174c0 r15=0000000000001000
iopl=0         nv up ei pl nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040206
prjflt!PrjfCompleteCommandHandler+0x20f:
fffff802`4cd73dcf e8ac660000      call    prjflt!memcpy (fffff802`4cd7a480)
1: kd> !pool ffffa60f53e1752c
Pool page ffffa60f53e1752c region is Paged pool
 ffffa60f53e17000 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e170f0 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e171e0 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e172d0 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e173c0 size:   f0 previous size:    0  (Free)       SeSd
*ffffa60f53e174b0 size:   f0 previous size:    0  (Allocated) *PJmt
		Owning component : Unknown (update pooltag.txt)
 ffffa60f53e175a0 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e17690 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e17780 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e17870 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e17960 size:   f0 previous size:    0  (Free)       SeSd
 ffffa60f53e17a50 size:   f0 previous size:    0  (Free)       VReg
 ffffa60f53e17b40 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e17c30 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e17d20 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e17e10 size:   f0 previous size:    0  (Allocated)  MPhc
 ffffa60f53e17f00 size:   f0 previous size:    0  (Free)       VReg
1: kd> ? ffffa60f53e1752c - ffffa60f53e174b0
Evaluate expression: 124 = 00000000`0000007c
1: kd> ? 7c + 0000000000000174 - f0
Evaluate expression: 256 = 00000000`00000100
1: kd> db ffffa60f539b7000 l174
ffffa60f`539b7000  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7010  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7020  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7030  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7040  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7050  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7060  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7070  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7080  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7090  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b70a0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b70b0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b70c0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b70d0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b70e0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b70f0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7100  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7110  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7120  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7130  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7140  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7150  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7160  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7170  00 00 00 00                                      ....
1: kd> p
prjflt!PrjfCompleteCommandHandler+0x214:
fffff802`4cd73dd4 488b4f08        mov     rcx,qword ptr [rdi+8]
1: kd> db ffffa60f539b7000 l174
ffffa60f`539b7000  00 00 00 00 41 41 41 41-41 41 41 41 41 41 41 41  ....AAAAAAAAAAAA
ffffa60f`539b7010  41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAA
ffffa60f`539b7020  41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAA
ffffa60f`539b7030  41 41 41 41 41 41 41 41-41 41 41 41 0c 00 01 00  AAAAAAAAAAAA....
ffffa60f`539b7040  41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAA
ffffa60f`539b7050  41 41 41 41 41 41 41 41-2e 00 41 41 41 41 41 41  AAAAAAAA..AAAAAA
ffffa60f`539b7060  41 41 41 41 41 41 41 41-53 00 69 00 64 00 00 00  AAAAAAAAS.i.d...
ffffa60f`539b7070  00 00 00 00 00 00 0f 03-4d 50 68 63 00 00 00 00  ........MPhc....
ffffa60f`539b7080  00 00 00 00 00 00 00 00-00 00 00 00 90 42 6c e4  .............Bl.
ffffa60f`539b7090  8a 90 ff ff 20 a7 eb ff-8a 90 ff ff e8 75 f7 4c  .... ........u.L
ffffa60f`539b70a0  0f a6 ff ff 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b70b0  00 00 00 00 80 a8 eb ff-8a 90 ff ff 50 ca eb 01  ............P...
ffffa60f`539b70c0  8b 90 ff ff a0 d4 fd e3-8a 90 ff ff 01 00 01 00  ................
ffffa60f`539b70d0  00 00 00 00 01 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b70e0  00 00 00 00 04 da 78 00-00 00 00 00 00 00 00 00  ......x.........
ffffa60f`539b70f0  00 00 00 00 80 33 6c ec-8a 90 ff ff 60 1d 00 00  .....3l.....`...
ffffa60f`539b7100  00 00 00 00 c3 cc 8c 20-71 f5 db 01 00 00 00 00  ....... q.......
ffffa60f`539b7110  01 08 00 00 40 76 e1 53-0f a6 ff ff 40 76 e1 53  ....@v.S....@v.S
ffffa60f`539b7120  0f a6 ff ff 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7130  00 00 00 00 00 00 00 00-00 00 00 00 01 00 10 00  ................
ffffa60f`539b7140  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7150  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffa60f`539b7160  00 00 00 00 00 00 0f 03-4d 50 68 63 00 00 00 00  ........MPhc....
ffffa60f`539b7170  00 00 00 00                                      ....


The data of the pool buffer MPhc which is next to the PJmt was copied to the command result buffer.
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