
The BfsInsertPolicyEntry() code snippet as followings:

BfsInsertPolicyEntry()
{
	PolicyEntry = BfsLookupPolicyEntryHashTable();
  	if ( !PolicyEntry ){
		pUserId = ExAllocatePool2('SsfB');
		pContainerId = ExAllocatePool2( 'SsfB');
		NewPolicyEntry = ExAllocatePool2('EsfB');
		..
		_InterlockedIncrement(&NewPolicyEntry->RefNo);
		NewPolicyEntry ->pUserId = pUserId;
           	 	NewPolicyEntry ->pContainerId = pContainerId;
		..
		BfsInsertEntryHashTable(&NewPolicyEntry ->TableEntry);
		_InterlockedIncrement(&NewPolicyEntry->RefNo);
		..
bNewInsertedEntry = 1;
..
	}
	if(BfsOpenPolicyDirectory() != 0 || BfsCreateStorage() != 0)
	{
		BfsDereferencePolicyEntryEx(NewPolicyEntry); 
		if ( bNewInsertedEntry ) {
			…
			BfsDereferencePolicyEntryEx(NewPolicyEntry);
			…
			if ( pUserId )
      ExFreePoolWithTag(pUserId, 0);
if ( pContainerId )
      ExFreePoolWithTag(pContainerId, 0);

}
	}
}

From above code, if it fails to get an existing policy entry from BfsLookupPolicyEntryHashTable(), it will allocate a new policy entry, a new pUserId and a new pContainerId, then assign them to NewPolicyEntry->pUserId and NewPolicyEntry->pContainerId.
When it goes to BfsCreateStorage(), the NewPolicyEntry->RefNo is 2, because _InterlockedIncrement() was called twice previous.
If BfsOpenPolicyDirectory or BfsCreateStorage fails, NewPolicyEntry->pUserId, NewPolicyEntry->pContainerId and NewPolicyEntry will be freed in the second BfsDereferencePolicyEntryEx call, the code snippet of BfsDereferencePolicyEntryEx as below:
void __fastcall BfsDereferencePolicyEntryEx(_BFS_POLICY_ENTRY *PolicyEntry, bool Nolock)
{
  …
  if ( _InterlockedExchangeAdd(&PolicyEntry->RefNo, 0xFFFFFFFF) == 1 )
  {
    …
    pUserId = PolicyEntry->pUserId;
    if ( pUserId )
      ExFreePoolWithTag(pUserId, 0);
    pContainerId = PolicyEntry->pContainerId;
    if ( pContainerId )
      ExFreePoolWithTag(pContainerId, 0);
    …
    BfsRemoveEntryHashTable(gBfsPolicyTable.HashTable, &PolicyEntry->TableEntry);
    ExFreePoolWithTag(PolicyEntry, 0);
  }
}

However, after the second BfsDereferencePolicyEntryEx, it continues to call ExFreePoolWithTag(pUserId, 0) and ExFreePoolWithTag(pContainerId, 0) to free pUserId and pContainerId one more time, this will corrupt the pool heap.

The BfsCreateStorage may return an error, for example failing to allocate a pool in it.

struct __declspec(align(8)) _BFS_POLICY_ENTRY
{
RTL_DYNAMIC_HASH_TABLE_ENTRY TableEntry;
PSID pUserId;
PSID pContainerId;
PRKEVENT Event;
_BFS_STORAGE *Storage;
int Flag;
_LIST_ENTRY TableLink;
char _50[16];
__int64 UpdateTime;
int TokenCapability;
UNICODE_STRING usRegPrefix1;
UNICODE_STRING usRegPrefix2;
int RefNo; };
[image: ]

The debugging information as followings:

bfs!BfsInsertPolicyEntry+0x4b7:
fffff805`74d36d3f e8887c0000      call    bfs!BfsCreateStorage (fffff805`74d3e9cc)
3: kd> p
rax=00000000c0000017 rbx=0000000000000000 rcx=89619dcd98b90000
bfs!BfsInsertPolicyEntry+0x4bc:
fffff805`74d36d44 8bd8            mov     ebx,eax
…
rax=0000000000000001 rbx=00000000c0000017 rcx=ffffe40d7f8e6cb0
bfs!BfsInsertPolicyEntry+0x57a:
fffff805`74d36e02 e859e3ffff      call    bfs!BfsDereferencePolicyEntryEx (fffff805`74d35160)
3: kd> dq ffffe40d7f8e6cb0
ffffe40d`7f8e6cb0  ffffbe8e`7ca08740 ffffbe8e`7ca08740
ffffe40d`7f8e6cc0  83c91969`77c77e0f ffffe40d`7b6b3290
ffffe40d`7f8e6cd0  ffffe40d`812e2510 ffffbe8e`81162c70
ffffe40d`7f8e6ce0  00000000`00000000 00000000`10000001
ffffe40d`7f8e6cf0  ffffe40d`7f8e78a0 ffffe40d`7f8e8240
ffffe40d`7f8e6d00  00000000`00000000 00000000`00000000
ffffe40d`7f8e6d10  01db9d3c`a45ff434 00000000`00000000
ffffe40d`7f8e6d20  00000000`00000000 00000000`00000000
3: kd> dq ffffe40d7f8e6cb0+90 l4
ffffe40d`7f8e6d40  00000002 00000000 00000000 00000000
3: kd> g
Breakpoint 4 hit
bfs!BfsInsertPolicyEntry+0x668:
fffff805`74d36ef0 e813c9ffff      call    bfs!Feature_2880249144__private_IsEnabledDeviceUsageNoInline (fffff805`74d33808)
3: kd> bd*
3: kd> pr
bfs!BfsInsertPolicyEntry+0x66d:
fffff805`74d36ef5 85c0            test    eax,eax
3: kd> pct
rax=0000000000000001 rbx=00000000c0000017 rcx=ffffe40d7f8e6cb0
bfs!BfsInsertPolicyEntry+0x676:
fffff805`74d36efe e85de2ffff      call    bfs!BfsDereferencePolicyEntryEx (fffff805`74d35160)
1: kd> dq ffffe40d7f8e6cb0
ffffe40d`7f8e6cb0  ffffbe8e`7ca08740 ffffbe8e`7ca08740
ffffe40d`7f8e6cc0  83c91969`77c77e0f ffffe40d`7b6b3290
ffffe40d`7f8e6cd0  ffffe40d`812e2510 ffffbe8e`81162c70
ffffe40d`7f8e6ce0  00000000`00000000 00000000`00000001
ffffe40d`7f8e6cf0  00000000`00000000 00000000`00000000
ffffe40d`7f8e6d00  00000000`00000000 00000000`00000000
ffffe40d`7f8e6d10  01db9d3c`a45ff434 00000000`00000000
ffffe40d`7f8e6d20  00000000`00000000 00000000`00000000
1: kd> dd ffffe40d7f8e6cb0+90 l4
ffffe40d`7f8e6d40  00000001 00000000 00000000 00000000
1: kd> !pool ffffe40d`7b6b3290 80000002
*ffffe40d7b6b3280 size:   30 previous size:    0  (Allocated) *BfsS
		Owning component : Unknown (update pooltag.txt)
1: kd> !pool ffffe40d`812e2510 80000002
*ffffe40d812e2500 size:   40 previous size:    0  (Allocated) *BfsS
		Owning component : Unknown (update pooltag.txt)
1: kd> !pool ffffe40d7f8e6cb0 80000002
*ffffe40d7f8e6ca0 size:   b0 previous size:    0  (Allocated) *BfsE
		Owning component : Unknown (update pooltag.txt)
1: kd> p
rax=0000000000000000 rbx=00000000c0000017 rcx=ffffbe8e829df080
bfs!BfsInsertPolicyEntry+0x67b:
fffff805`74d36f03 eb2e            jmp     bfs!BfsInsertPolicyEntry+0x6ab (fffff805`74d36f33)
0: kd> !pool ffffe40d7f8e6cb0 80000002
*ffffe40d7f8e6ca0 size:   b0 previous size:    0  (Free)      *BfsE
		Owning component : Unknown (update pooltag.txt)
0: kd> !pool ffffe40d`812e2510 80000002
*ffffe40d812e2500 size:   40 previous size:    0  (Free)      *BfsS
		Owning component : Unknown (update pooltag.txt)
0: kd> !pool ffffe40d`7b6b3290 80000002
*ffffe40d7b6b3280 size:   30 previous size:    0  (Free)      *BfsS
		Owning component : Unknown (update pooltag.txt)
0: kd> pct
…
1: kd> pct
rax=0000000000000001 rbx=00000000c0000017 rcx=ffffe40d7b6b3290
bfs!BfsInsertPolicyEntry+0x6e6:
fffff805`74d36f6e e84ddd3f6a      call    nt!ExFreePoolWithTag (fffff805`df134cc0)
1: kd> !pool ffffe40d7b6b3290 80000002
*ffffe40d7b6b3280 size:   30 previous size:    0  (Free)      *BfsS
		Owning component : Unknown (update pooltag.txt)
1: kd> p
rax=0000000000000001 rbx=00000000c0000017 rcx=000000c301e2025e
bfs!BfsInsertPolicyEntry+0x6eb:
fffff805`74d36f73 4d85f6          test    r14,r14
1: kd> pct
rax=0000000000000001 rbx=00000000c0000017 rcx=ffffe40d812e2510
bfs!BfsInsertPolicyEntry+0x6fc:
fffff805`74d36f84 e837dd3f6a      call    nt!ExFreePoolWithTag (fffff805`df134cc0)
1: kd> !pool ffffe40d812e2510 80000002
*ffffe40d812e2500 size:   40 previous size:    0  (Free)      *BfsS
		Owning component : Unknown (update pooltag.txt)
1: kd> p
rax=0000000000000001 rbx=00000000c0000017 rcx=0000002a005c01d1
bfs!BfsInsertPolicyEntry+0x701:
fffff805`74d36f89 488b4d8f        mov     rcx,qword ptr [rbp-71h] ss:0018:fffffe00`2062f270=ffffffff80002ac4
1: kd> g
KDTARGET: Refreshing KD connection

*** Fatal System Error: 0x0000013a
                       (0x0000000000000011,0xFFFFE40D72000140,0xFFFFE40D7B6B3280,0x0000000000000000)

Break instruction exception - code 80000003 (first chance)

A fatal system error has occurred.
Debugger entered on first try; Bugcheck callbacks have not been invoked.

A fatal system error has occurred.

For analysis of this file, run !analyze -v
rax=0000000000000000 rbx=0000000000000003 rcx=0000000000000003
rdx=000000000000008a rsi=fffffa05beef8600 rdi=0000000000000000
rip=fffff805deab8af0 rsp=fffffe002062ea88 rbp=fffffe002062ebf0
 r8=0000000000000065  r9=0000000000000000 r10=0000000000000000
r11=0000000000000000 r12=ffffbe8e829df080 r13=0000000000000000
r14=ffffd400e74da180 r15=0000000000000001
iopl=0         nv up ei ng nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040286
nt!DbgBreakPointWithStatus:
fffff805`deab8af0 cc              int     3



The idea of my test program as below:
1 Exhausting system pool memory, especially the pool size of 0xC8, which is the size of the storage structure, it will be allocated in BfsCreateStorage function, if failed to allocate it in BfsCreateStorage, BfsCreateStorage will return an error code to trigger the bug.
2 Getting to the BfsInsertPolicyEntry function by bfs DeviceIoControl request.
3 Repeating above steps until triggering it.


Call stacks:
00 bfs!BfsInsertPolicyEntry+0x6e6
01 bfs!BfsGetPolicyEntry+0x185
02 bfs!BfsProcessSetPolicyRequest+0x480
03 bfs!BfsDeviceIoControl+0x12c
04 nt!IofCallDriver+0xbe
05 nt!IopSynchronousServiceTail+0x1c8
06 nt!IopXxxControlFile+0x940
07 nt!NtDeviceIoControlFile+0x5e
08 nt!KiSystemServiceCopyEnd+0x25
09 ntdll!NtDeviceIoControlFile+0x14
0a Bfstest2!SendSetPolicyRequest+0xc2 [C:\Work\vsproj\Bfstest2\Bfstest2\BfsTest4.cpp @ 316]
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