
Int PrjfValidateNamesInEnumeration(
        FILE_INFORMATION_CLASS FileInformationClass,
        _PRJ_DIR_INFO *DirEntry,
        ULONG EntryBufferSize)

union _PRJ_DIR_INFO
{
FILE_ID_EXTD_DIR_INFORMATION IdExtdDirInfo;
FILE_NAMES_INFORMATION NamesInfo;
FILE_FULL_DIR_INFORMATION FullDirInfo;
FILE_DIRECTORY_INFORMATION DirInfo;
…
};

PrjfValidateNamesInEnumeration() validates returned directory information buffer, the DirEntry parameter is a directory information union type, it depends on FileInformationClass parameter.
Let us take FILE_ID_EXTD_DIR_INFORMATION as an example.

typedef struct _FILE_ID_EXTD_DIR_INFORMATION {
	ULONG         NextEntryOffset;
	ULONG         FileIndex;
	LARGE_INTEGER CreationTime;
	LARGE_INTEGER LastAccessTime;
	LARGE_INTEGER LastWriteTime;
	LARGE_INTEGER ChangeTime;
	LARGE_INTEGER EndOfFile;
	LARGE_INTEGER AllocationSize;
	ULONG         FileAttributes;
	ULONG         FileNameLength;
	ULONG         EaSize;
	ULONG         ReparsePointTag;
	FILE_ID_128   FileId;
	WCHAR         FileName[6];
} FILE_ID_EXTD_DIR_INFORMATION, * PFILE_ID_EXTD_DIR_INFORMATION;


The most important fields of FILE_ID_EXTD_DIR_INFORMATION here are NextEntryOffset, FileNameLength and FileName, because PrjfValidateNamesInEnumeration() will use them to check the dir info entry buffer.

It is worth noting here that if NextEntryOffset is 0, after it checks the current entry, it will not calculate the offset and check the next entry, it returns the result directly.

…
if ( !FileNameLength )
      return 0xC0000033;
    if ( (FileNameLength & 1) != 0 )
      return 0xC0000033;
    Length = FileNameLength >> 1;
    if ( Length > 0x104u )
      return 0xC0000033;
    Offset = 0;
    if ( Length )
    {
      do
      {
        Char = *(&pFileName->IdExtdDirInfo.NextEntryOffset + Offset);
        if ( Char <= 0x7F && (*(FsRtlLegalAnsiCharacterArray + Char) & 4) == 0 )
          return 0xC0000033;                    // STATUS_OBJECT_NAME_INVALID
        if ( Char == ':' )
          return 0xC0000033;
      }
      while ( ++Offset < Length );
    }
    NextEntryOffset = DirEntry->IdExtdDirInfo.NextEntryOffset;
    if ( !NextEntryOffset )
      return Status;
…

But the thing is different with PrjfAdvanceToNextEnumEntry() function, if the NextEntryOffset is 0, it does not quit directly, it next tries to calculate the offset of next entry by FileNameOffset + FileNameLength,
…
 Entry = PrjfGetCurrentEnumEntryFromContext(Context, &FileNameOffset, &FileNameLength, &NextEntryOffset);
  if ( Entry )
  {
    if ( !NextEntryOffset )
      EntryOffset= FileNameOffset + FileNameLength;
    Context->EntryOffset += EntryOffset;
    bResult = 1;
  }
  return bResult;
…

This difference means that if the buffer includes multi entries, let us say 2, if the NextEntryOffset of the first entry is 0, PrjfValidateNamesInEnumeration() only checks the first entry, it does not check the second entry. So when PrjfMergeEnumerationResults() calls PrjfAdvanceToNextEnumEntry() to advance the result buffer to the next entry, it can successfully move the buffer to the second unchecked entry and then write its info data to the user buffer.

PrjfMungeDirectoryEnumerateWithoutShortname() or other similar functions, they calls memmove(OutEntryBuffer->DirInfo.FileName, Entry->FileName, FileNameLength); to copy the result entry data to the user buffer.

Int PrjfMungeDirectoryEnumerateWithoutShortname(
        FILE_INFORMATION_CLASS DirInformationClass,
        bool bPartialAllowed,
        _PRJ_DIR_INFO *Entry,
        bool pStreamHandleUuidIsNull,
        _PRJ_DIR_INFO *OutEntryBuffer,
        ULONG InEntrySize,
        FILE_NAMES_INFORMATION **pOutEntry,
        PULONG pOutEntrySize)


…
if ( DirInformationClass64 == 0xC )
      {
        FileNameLength = Entry->IdExtdDirInfo.FileNameLength;
        EntrySize = FileNameLength + 0xC;
        if ( InEntrySize < FileNameLength + 0xC && (InEntrySize < 0xC || !bPartialAllowed) )
          goto LABEL_61;
        if ( FileNameLength >= InEntrySize - 0xC )
          FileNameLength = InEntrySize - 0xC;
        OutEntryBuffer->DirInfo.FileIndex = Entry->IdExtdDirInfo.FileIndex;
        OutEntryBuffer->NamesInfo.FileNameLength = Entry->IdExtdDirInfo.FileNameLength;
        memmove(OutEntryBuffer->NamesInfo.FileName, Entry->IdExtdDirInfo.FileName, FileNameLength);
        OutEntrySize = FileNameLength + 0xC;
        bOverFlow = OutEntrySize < EntrySize;
        goto LABEL_32;
      }
…







struct _PRJ_SUB_CONTEXT
{
LIST_ENTRY Link;
int _10;
int RetStatus;
PFILE_OBJECT DirFileObject;
PFLT_INSTANCE Instance;
char OperationFlags;
FILE_INFORMATION_CLASS FileInformationClass;
int EntryOffset;
ULONG OutResultBufferSize;
ULONG InResultBufferSize;
PVOID ResultEntryBuffer;
UUID *pStreamHandleUuid;
};

The entry comes from the ResultEntryBuffer field of _PRJ_SUB_CONTEXT structure. The ResultEntryBuffer was allocated in PrjfPrepareEnumerationContexts(), and it depends on the parameter InResultBufferSize.

Int __fastcall PrjfPrepareEnumerationContexts(
        PLIST_ENTRY SubContextList,
        PFLT_INSTANCE Instance,
        PFILE_OBJECT FileObject,
        __int64 InResultBufferSize,
        FILE_INFORMATION_CLASS FileInformationClass,
        char OperationFlags,
        int szWildFileLength,
        UUID *StreamHandleUuid)


In PrjfEnumerateDirectoryWithMerge(... ULONG InBufferSize,...), 
…
if ( InBufferSize >= InResultBufferSize )
  {
    InResultBufferSize = InBufferSize;
    if ( InBufferSize > 0x10014 )
      InResultBufferSize = 0x10014;
  }
…

NTSTATUS NtQueryDirectoryFile(
  [in]           HANDLE                 FileHandle,
  [in, optional] HANDLE                 Event,
  [in, optional] PIO_APC_ROUTINE        ApcRoutine,
  [in, optional] PVOID                  ApcContext,
  [out]          PIO_STATUS_BLOCK       IoStatusBlock,
  [out]          PVOID                  FileInformation,
  [in]           ULONG                  Length,
  [in]           FILE_INFORMATION_CLASS FileInformationClass,
  [in]           BOOLEAN                ReturnSingleEntry,
  [in, optional] PUNICODE_STRING        FileName,
  [in]           BOOLEAN                RestartScan
);

Here the InBufferSize is the Length parameter of the NtQueryDirectoryFile function, it is the output directory file information buffer size.

So if the length parameter is larger than the 0x10014, the InResultBufferSize = 0x10014, so the max size of the result entry buffer is 0x10014. But it was allocated from a lookaside list with the size=0x10014, so the whole pool buffer size is 0x11000,  And if FileNameLength is larger than 0x0x11000,  the data behind the entry will be also written into the user info buffer. But if the data behind it is inaccessible, there will be a AV BSOD.


Below is some debugging information.
3: kd> r
rax=0000000000015000 rbx=0000000000000000 rcx=0000020227cedd50
rdx=ffff9302c12ec0c0 rsi=0000000000000000 rdi=0000020227cedd10
rip=fffff8036141d368 rsp=ffffe98e2bf41050 rbp=ffffe98e2bf41301
 r8=00000000000110c0  r9=0000000000000001 r10=0000000000000068
r11=ffffd78a12640004 r12=0000000000000001 r13=0000000000015040
r14=ffff9302c12ec068 r15=00000000000110c0
iopl=0         nv up ei pl nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040206
prjflt!PrjfMungeDirectoryEnumerateWithoutShortname+0x3e4:
fffff803`6141d368 e853d1feff      call    prjflt!memcpy (fffff803`6140a4c0)
3: kd> !pool ffff9302c12ec0c0
Pool page ffff9302c12ec0c0 region is Paged pool
*ffff9302c12ec000 : large page allocation, tag is PJen, size is 0x11000 bytes
		Owning component : Unknown (update pooltag.txt)
3: kd> ? ffff9302c12ec0c0 - ffff9302c12ec000
Evaluate expression: 192 = 00000000`000000c0
3: kd> db ffff9302c12ec000 + 0x11000 l100
ffff9302`c12fd000  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffff9302`c12fd010  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffff9302`c12fd020  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 0a  ................
ffff9302`c12fd030  00 00 00 12 00 00 00 14-00 00 00 14 00 00 00 14  ................
ffff9302`c12fd040  00 00 00 12 00 00 00 0a-00 00 00 00 00 00 00 00  ................
ffff9302`c12fd050  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffff9302`c12fd060  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffff9302`c12fd070  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffff9302`c12fd080  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffff9302`c12fd090  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffff9302`c12fd0a0  00 00 00 00 00 00 00 07-00 00 00 17 5b 39 0f 70  ............[9.p
ffff9302`c12fd0b0  b6 71 1f c4 f3 97 2a ff-f3 97 2a ff f3 97 2a ff  .q....*...*...*.
ffff9302`c12fd0c0  b6 71 1f c4 5b 39 0f 70-00 00 00 17 00 00 00 07  .q..[9.p........
ffff9302`c12fd0d0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffff9302`c12fd0e0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffff9302`c12fd0f0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
3: kd> p
prjflt!PrjfMungeDirectoryEnumerateWithoutShortname+0x3e9:
fffff803`6141d36d 8937            mov     dword ptr [rdi],esi
3: kd> db 0000020227cedd50+11000-c0 l100
00000202`27cfec90  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
00000202`27cfeca0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
00000202`27cfecb0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 0a  ................
00000202`27cfecc0  00 00 00 12 00 00 00 14-00 00 00 14 00 00 00 14  ................
00000202`27cfecd0  00 00 00 12 00 00 00 0a-00 00 00 00 00 00 00 00  ................
00000202`27cfece0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
00000202`27cfecf0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
00000202`27cfed00  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
00000202`27cfed10  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
00000202`27cfed20  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
00000202`27cfed30  00 00 00 00 00 00 00 07-00 00 00 17 5b 39 0f 70  ............[9.p
00000202`27cfed40  b6 71 1f c4 f3 97 2a ff-f3 97 2a ff f3 97 2a ff  .q....*...*...*.
00000202`27cfed50  b6 71 1f c4 5b 39 0f 70-00 00 00 17 00 00 00 07  .q..[9.p........
00000202`27cfed60  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
00000202`27cfed70  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
00000202`27cfed80  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
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