int __fastcall PrjfScheduleExpansionWorkItem(
       PVOID Instance,
       PFILE_OBJECT FileObject,
       _PRJ_EXPANSION_CONTEXT *ExpansionContext,
       PFLT_CALLBACK_DATA CallbackData)
{
 ...
   GenericWorkItem = FltAllocateGenericWorkItem();
   if ( !GenericWorkItem )
   {
     Status = 0xC000009A;
     goto LABEL_10;
   }
   ObfReferenceObject(FileObject);
   Status = FltQueueGenericWorkItem(GenericWorkItem, Instance, PrjfExpansionWorker, CriticalWorkQueue, FileObject);
   if ( Status < 0 )
   {
     FltFreeGenericWorkItem(GenericWorkItem);
LABEL_10:
     if ( !CallbackData )
     {
LABEL_14:
       _InterlockedDecrement(&ExpansionContext->RefNo3);
       ObfDereferenceObject(FileObject);
       return Status;
     }
     ...
 return Status;
}


In PrjfScheduleExpansionWorkItem() function, if FltQueueGenericWorkItem() failed, it will call ObfDereferenceObject(FileObject) to dereference the FileObject. But this FileObject has not been referenced previously, so it will be released and free directly by ObfDereferenceObject(FileObject), this causes a UAF bug.

The debugging information is as follows:
0: kd> bc* 
0: kd> .reload /f prjflt.sys
0: kd> .reload /f fltmgr.sys
0: kd> bu prjflt!PrjfScheduleExpansionWorkItem
0: kd> g
Breakpoint 0 hit
prjflt!PrjfScheduleExpansionWorkItem:
fffff802`6c231ba4 488bc4          mov     rax,rsp
1: kd> k
 # Child-SP          RetAddr               Call Site
00 ffffa981`91ea6d68 fffff802`6c2314d6     prjflt!PrjfScheduleExpansionWorkItem
01 ffffa981`91ea6d70 fffff802`6c22fda9     prjflt!PrjfLaunchExpansion+0x2fa
02 ffffa981`91ea6e30 fffff802`6c22b8f0     prjflt!PrjfExpandAndWait+0x119
03 ffffa981`91ea6ec0 fffff802`6c22ab2c     prjflt!PrjfProcessOpenWithinVirtualizationRoots+0x398
04 ffffa981`91ea6f70 fffff802`65786b51     prjflt!PrjfPostCreate+0xbdc
05 ffffa981`91ea7070 fffff802`657864d4     FLTMGR!FltpPerformPostCallbacksWorker+0x251
06 ffffa981`91ea7140 fffff802`657862d4     FLTMGR!FltpProcessIoCompletion+0x54
07 ffffa981`91ea71b0 fffff802`65787564     FLTMGR!FltpPassThroughCompletionWorker+0xe4
08 ffffa981`91ea71f0 fffff802`657e6b32     FLTMGR!FltpLegacyProcessingAfterPreCallbacksCompleted+0x2d4
09 ffffa981`91ea7290 fffff802`d3a06fbf     FLTMGR!FltpCreate+0x222
0a ffffa981`91ea7340 fffff802`d3a06f33     nt!IopfCallDriver+0x5f
0b ffffa981`91ea7380 fffff802`d40febe2     nt!IofCallDriver+0x13
0c ffffa981`91ea73b0 fffff802`d40fba20     nt!IopParseDevice+0x1452
0d ffffa981`91ea7560 fffff802`d40f9f86     nt!ObpLookupObjectName+0x860
0e ffffa981`91ea7700 fffff802`d4193021     nt!ObOpenObjectByNameEx+0x2c6
0f ffffa981`91ea7840 fffff802`d4192c29     nt!IopCreateFile+0x379
10 ffffa981`91ea7970 fffff802`d3f3a5c5     nt!NtCreateFile+0x79
11 ffffa981`91ea7a00 00007ff8`e7cc0504     nt!KiSystemServiceCopyEnd+0x25
12 000000e1`1d0ff5a8 00007ff8`e4d4b14b     0x00007ff8`e7cc0504
13 000000e1`1d0ff5b0 000000e1`1d0ff750     0x00007ff8`e4d4b14b
14 000000e1`1d0ff5b8 00000000`02200000     0x000000e1`1d0ff750
15 000000e1`1d0ff5c0 00000000`02200000     0x2200000
16 000000e1`1d0ff5c8 00000000`00000000     0x2200000
1: kd> pr
rax=ffffa98191ea6d68 rbx=0000000000000003 rcx=ffff8682794f3010
rdx=ffff868279d0e9a0 rsi=0000000000000000 rdi=ffff8682749fc450
rip=fffff8026c231ba7 rsp=ffffa98191ea6d68 rbp=ffffa98191ea6df0
 r8=ffff8682779af640  r9=0000000000000000 r10=fffff802d3a199f0
r11=0000000000000006 r12=ffff868277885920 r13=ffff868279d0e9a0
r14=00000000000000d8 r15=ffff8682794f3010
iopl=0         nv up ei pl zr na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040246
prjflt!PrjfScheduleExpansionWorkItem+0x3:
fffff802`6c231ba7 48895808        mov     qword ptr [rax+8],rbx ds:002b:ffffa981`91ea6d70=ffff8682752701d0
1: kd> pct
rax=0000000000000001 rbx=0000000000000000 rcx=ffff8682779af650
rdx=0000000000000000 rsi=ffff8682779af640 rdi=ffff8682779af708
rip=fffff8026c231c34 rsp=ffffa98191ea6d20 rbp=ffffa98191ea6df0
 r8=0000000000000000  r9=0000000000000000 r10=fffff802d3a19ee0
r11=0000000000000006 r12=ffff8682794f3010 r13=ffff868279d0e9a0
r14=0000000000000000 r15=ffff868279d0e9a0
iopl=0         nv up ei pl zr na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040246
prjflt!PrjfScheduleExpansionWorkItem+0x90:
fffff802`6c231c34 e8a7827e67      call    nt!KeWaitForSingleObject (fffff802`d3a19ee0)
3: kd> 
rax=0000000000000000 rbx=0000000000000000 rcx=ffff8682779af650
rdx=ffff8682747ce080 rsi=ffff8682779af640 rdi=ffff8682779af708
rip=fffff8026c231c44 rsp=ffffa98191ea6d20 rbp=ffffa98191ea6df0
 r8=0000000000000000  r9=ffffa98191ea6cb8 r10=fffff802d3b97c90
r11=ffffa98191ea6c40 r12=ffff8682794f3010 r13=ffff868279d0e9a0
r14=0000000000000000 r15=ffff868279d0e9a0
iopl=0         nv up ei ng nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040286
prjflt!PrjfScheduleExpansionWorkItem+0xa0:
fffff802`6c231c44 e847609667      call    nt!KeResetEvent (fffff802`d3b97c90)
3: kd> 
rax=0000000000000001 rbx=0000000000000000 rcx=0000000000000001
rdx=ffff8682747ce080 rsi=ffff8682779af640 rdi=ffff8682779af708
rip=fffff8026c231c50 rsp=ffffa98191ea6d20 rbp=ffffa98191ea6df0
 r8=0000000000000000  r9=ffffa98191ea6cb8 r10=fffff8026579b7a0
r11=ffffa98191ea6c40 r12=ffff8682794f3010 r13=ffff868279d0e9a0
r14=0000000000000000 r15=ffff868279d0e9a0
iopl=0         nv up ei ng nz na pe nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040282
prjflt!PrjfScheduleExpansionWorkItem+0xac:
fffff802`6c231c50 e84b9b56f9      call    FLTMGR!FltAllocateGenericWorkItem (fffff802`6579b7a0)
3: kd> p
rax=ffff868275b90590 rbx=0000000000000000 rcx=ffff8682771e2c10
rdx=ffff868275b90590 rsi=ffff8682779af640 rdi=ffff8682779af708
rip=fffff8026c231c55 rsp=ffffa98191ea6d20 rbp=ffffa98191ea6df0
 r8=ffff868275b90590  r9=ffffa98191ea6cb8 r10=fffff802657bdd00
r11=ffffa98191ea6c40 r12=ffff8682794f3010 r13=ffff868279d0e9a0
r14=0000000000000000 r15=ffff868279d0e9a0
iopl=0         nv up ei ng nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040286
prjflt!PrjfScheduleExpansionWorkItem+0xb1:
fffff802`6c231c55 488be8          mov     rbp,rax
3: kd> r rax = 0
3: kd> pct
rax=0000000000000000 rbx=00000000c000009a rcx=ffff868279d0e9a0
rdx=ffff868275b90590 rsi=ffff8682779af640 rdi=ffff8682779af708
rip=fffff8026c231cd5 rsp=ffffa98191ea6d20 rbp=0000000000000000
 r8=ffff868275b90590  r9=ffffa98191ea6cb8 r10=fffff802d3a06ac0
r11=ffffa98191ea6c40 r12=ffff8682794f3010 r13=ffff868279d0e9a0
r14=0000000000000000 r15=ffff868279d0e9a0
iopl=0         nv up ei pl zr na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040246
prjflt!PrjfScheduleExpansionWorkItem+0x131:
fffff802`6c231cd5 e8e64d7d67      call    nt!ObDereferenceObject (fffff802`d3a06ac0)
3: kd> !object ffff868279d0e9a0 1
Object: ffff868279d0e9a0  Type: (ffff86826d76a5a0) File
    ObjectHeader: ffff868279d0e970 (new version)
    HandleCount: 0  PointerCount: 1
    Directory Object: 00000000  Name: \PrjTest\virtRoot\cc {HarddiskVolume3}
3: kd> p
rax=0000000000000000 rbx=00000000c000009a rcx=0000000000000001
rdx=ffff86826d6bdc40 rsi=ffff8682779af640 rdi=ffff8682779af708
rip=fffff8026c231cda rsp=ffffa98191ea6d20 rbp=0000000000000000
 r8=ffff86826d846cc0  r9=0000000000000019 r10=ffff86826d699ba0
r11=ffffa98191ea6c30 r12=ffff8682794f3010 r13=ffff868279d0e9a0
r14=0000000000000000 r15=ffff868279d0e9a0
iopl=0         nv up ei ng nz na pe nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040282
prjflt!PrjfScheduleExpansionWorkItem+0x136:
fffff802`6c231cda 488b6c2458      mov     rbp,qword ptr [rsp+58h] ss:0018:ffffa981`91ea6d78=ffffa98191ea6df0
3: kd> !object ffff868279d0e9a0 1
Object: ffff868279d0e9a0  Type: (ffff86826d76a5a0) File
    ObjectHeader: ffff868279d0e970 (new version)
    HandleCount: 0  PointerCount: 0
    Directory Object: 00000000  Name: \PrjTest\virtRoot\cc {HarddiskVolume3}
3: kd> g
KDTARGET: Refreshing KD connection

*** Fatal System Error: 0x000000f5
                       (0x000000000000006A,0xFFFF868279D0E9A0,0x0000000000000000,0x0000000000000000)

Break instruction exception - code 80000003 (first chance)

A fatal system error has occurred.
Debugger entered on first try; Bugcheck callbacks have not been invoked.

A fatal system error has occurred.

For analysis of this file, run !analyze -v
rax=0000000000000000 rbx=0000000000000003 rcx=0000000000000003
rdx=000000000000008a rsi=0000000000000000 rdi=0000000000000000
rip=fffff802d3d34e30 rsp=ffffa98191ea6698 rbp=ffffa98191ea6800
 r8=0000000000000065  r9=0000000000000000 r10=0000000000000000
r11=0000000000000000 r12=0000000000000000 r13=0000000000000000
r14=0000000000000000 r15=0000000000000001
iopl=0         nv up ei ng nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040286
nt!DbgBreakPointWithStatus:
fffff802`d3d34e30 cc              int     3
3: kd> !pool 0xFFFF868279D0E9A0 2
Pool page ffff868279d0e9a0 region is Nonpaged pool
*ffff868279d0e920 size:  190 previous size:    0  (Free)      *File
		Pooltag File : File objects
3: kd> !object ffff868279d0e9a0 1
Object: ffff868279d0e9a0  Type: (ffffc7814023c000) 
    ObjectHeader: ffff868279d0e970 (new version)
    HandleCount: 0  PointerCount: 0



