int __fastcall PrjfStoreNotificationMappingEntries(
       _PRJ_NOTIFICATION_MAPPING_ENTRY *pMappingEntries,
       ULONG MappingEntriesSize,
       _PRJ_UNION_CONTEXT *UnionContext)
{
 ...
 do
 {
   if ( MappingEntriesSize >= 0x10 )
   {
     Status = PrjfValidateNotificationRoot(pMappingEntries, MappingEntriesSize, &pDirEntry);
     ...
     Status = PrjfCreateMappingEntry(pDirEntry, pMappingEntries->NotificationBitMask, &MappingEntry);
     ...
     Status = PrjfMappingInsert(UnionContext, &MappingEntry);
     ...
     NextEntry = pMappingEntries->NextEntry;
     ++Index;
     if ( NextEntry )
     {
        ...
         MappingEntriesSize -= NextEntry;
         Status = 0;
         pMappingEntries = (pMappingEntries + NextEntry);
         bContinue = 1;
       }
     }
     ...
LABEL_22:
     if ( MappingEntry.pDirEntry )
       ExFreePoolWithTag(MappingEntry.pDirEntry, 'mnJP');
     continue;
   }
   ...
 }
 while ( bContinue && Status >= 0 );
 ...
 return Status;
}

int __fastcall PrjfCreateMappingEntry(
       _PRJ_NOTIFICATION_DIR_ENTRY *pInDirEntry,
       PRJ_NOTIFY_TYPES NotificationBitMask,
       _PRJ_MAPPING_ENTRY *pMappingEntry)
{
 ...
 if ( NotificationBitMask == 0xFFFFFFFF )
 {
   Status = 0xC000000D;
   if ( pMappingEntry->pDirEntry )
     {
       ExFreePoolWithTag(pMappingEntry->pDirEntry, 'mnJP');
       pMappingEntry->pDirEntry = 0i64;
     }
 }
 ...
 EntrySize = pInDirEntry->EntrySize;
 *pMappingEntry = 0i64;
 pDirEntry = ExAllocatePool2(0x102i64, EntrySize, 0x6D6E4A50i64);// POOL_FLAG_PAGED | POOL_FLAG_UNINITIALIZED
 pMappingEntry->pDirEntry = pDirEntry;
 ...
 memmove(pDirEntry, pInDirEntry, pInDirEntry->EntrySize);
 ...
 pMappingEntry->NotificationBitMask = NotificationBitMask;
 return 0;
}


In the PrjfStoreNotificationMappingEntries function, it calls PrjfCreateMappingEntry(...&MappingEntry) to create the MappingEntry, after using it, will call ExFreePoolWithTag(MappingEntry.pDirEntry, 'mnJP') to free the pool buffer MappingEntry.pDirEntry, but this freed MappingEntry.pDirEntry is not set to NULL。

When the PrjfCreateMappingEntry function is called next time, this MappingEntry is its third parameter. In PrjfCreateMappingEntry, if NotificationBitMask is 0xFFFFFFFF, then it will check pMappingEntry->pDirEntry, if it is not NULL, it will call ExFreePoolWithTag(pMappingEntry->pDirEntry, 'mnJP') to free it again.

The debugging information is as follows:
3: kd> bc* 
3: kd> .reload /f prjflt.sys
3: kd> bu PrjfStoreNotificationMappingEntries
3: kd> g
Breakpoint 0 hit
prjflt!PrjfStoreNotificationMappingEntries:
fffff802`6c247bb0 488bc4          mov     rax,rsp
2: kd> k
 # Child-SP          RetAddr               Call Site
00 ffffa981`9231f258 fffff802`6c241c74     prjflt!PrjfStoreNotificationMappingEntries
01 ffffa981`9231f260 fffff802`6c2347c7     prjflt!PrjfSetUnionContext+0x248
02 ffffa981`9231f2d0 fffff802`6c234b8a     prjflt!PrjfFsctlStartVirtualizationInstance+0x477
03 ffffa981`9231f3c0 fffff802`6578d4a8     prjflt!PrjfPreFsControl+0x17a
04 ffffa981`9231f410 fffff802`6578cdc5     FLTMGR!FltpPerformPreCallbacksWorker+0x398
05 ffffa981`9231f5a0 fffff802`65784877     FLTMGR!FltpPassThroughInternal+0xe5
06 ffffa981`9231f640 fffff802`657ea175     FLTMGR!FltpPassThrough+0x187
07 ffffa981`9231f680 fffff802`d3a06fbf     FLTMGR!FltpFsControl+0xd5
08 ffffa981`9231f6e0 fffff802`d3a06f33     nt!IopfCallDriver+0x5f
09 ffffa981`9231f720 fffff802`d3a06d09     nt!IofCallDriver+0x13
0a ffffa981`9231f750 fffff802`d4191bbc     nt!IopCallDriverReference+0xe9
0b ffffa981`9231f7d0 fffff802`d40f3918     nt!IopSynchronousServiceTail+0x268
0c ffffa981`9231f850 fffff802`d40f2cee     nt!IopXxxControlFile+0xba8
0d ffffa981`9231f990 fffff802`d3f3a5c5     nt!NtFsControlFile+0x5e
0e ffffa981`9231fa00 00007ff8`e7cc0184     nt!KiSystemServiceCopyEnd+0x25
0f 00000080`000ff3d8 00007ff8`e4ced65f     ntdll!NtFsControlFile+0x14
10 00000080`000ff3e0 00007ff8`e1b657d5     KERNELBASE!DeviceIoControl+0x16f
…
2: kd> pct
prjflt!PrjfStoreNotificationMappingEntries+0xba:
fffff802`6c247c6a e8c9010000      call    prjflt!PrjfValidateNotificationRoot (fffff802`6c247e38)
3: kd> 
prjflt!PrjfStoreNotificationMappingEntries+0x113:
fffff802`6c247cc3 e82cefffff      call    prjflt!PrjfCreateMappingEntry (fffff802`6c246bf4)
3: kd> 
prjflt!PrjfStoreNotificationMappingEntries+0x178:
fffff802`6c247d28 e88bf5ffff      call    prjflt!PrjfMappingInsert (fffff802`6c2472b8)
3: kd> 
prjflt!PrjfStoreNotificationMappingEntries+0x232:
fffff802`6c247de2 e869501c68      call    nt!ExFreePoolWithTag (fffff802`d440ce50)
3: kd> r
rax=0000000000000010 rbx=0000000000000000 rcx=ffff998d716f9a90
rdx=000000006d6e4a50 rsi=0000000000000012 rdi=ffff868279dd6610
rip=fffff8026c247de2 rsp=ffffa9819231f1d0 rbp=ffff8682777792d0
 r8=ffff868276cf3080  r9=0000000000000000 r10=fffff802d440ce50
r11=ffffa9819231f0e0 r12=0000000000000000 r13=fffff8026c222050
r14=0000000000000001 r15=ffff8682756b3001
iopl=0         nv up ei ng nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040286
prjflt!PrjfStoreNotificationMappingEntries+0x232:
fffff802`6c247de2 e869501c68      call    nt!ExFreePoolWithTag (fffff802`d440ce50)
3: kd> p
prjflt!PrjfStoreNotificationMappingEntries+0x237:
fffff802`6c247de7 488d056263fdff  lea     rax,[prjflt!`string' (fffff802`6c21e150)]
3: kd> !pool ffff998d716f9a90 2
Pool page ffff998d716f9a90 region is Paged pool
*ffff998d716f9a80 size:   20 previous size:    0  (Free)      *PJnm
		Owning component : Unknown (update pooltag.txt)
3: kd> pct
prjflt!PrjfStoreNotificationMappingEntries+0xba:
fffff802`6c247c6a e8c9010000      call    prjflt!PrjfValidateNotificationRoot (fffff802`6c247e38)
3: kd> 
prjflt!PrjfStoreNotificationMappingEntries+0x113:
fffff802`6c247cc3 e82cefffff      call    prjflt!PrjfCreateMappingEntry (fffff802`6c246bf4)
3: kd> t
prjflt!PrjfCreateMappingEntry:
fffff802`6c246bf4 4c8bdc          mov     r11,rsp
3: kd> pct
prjflt!PrjfCreateMappingEntry+0xa1:
fffff802`6c246c95 e8f2670000      call    prjflt!WPP_RECORDER_SF_sDdDZ (fffff802`6c24d48c)
3: kd> 
prjflt!PrjfCreateMappingEntry+0x182:
fffff802`6c246d76 e8d5601c68      call    nt!ExFreePoolWithTag (fffff802`d440ce50)
3: kd> r
rax=0000000000000000 rbx=00000000ffffffff rcx=ffff998d716f9a90
rdx=000000006d6e4a50 rsi=ffffa9819231f220 rdi=00000000c000000d
rip=fffff8026c246d76 rsp=ffffa9819231f160 rbp=ffff8682777792d0
 r8=0000000000000000  r9=0000000000000000 r10=fffff802d440ce50
r11=ffff8682787ff200 r12=0000000000000000 r13=fffff8026c222050
r14=0000000000000001 r15=ffff8682756b3001
iopl=0         nv up ei ng nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040286
prjflt!PrjfCreateMappingEntry+0x182:
fffff802`6c246d76 e8d5601c68      call    nt!ExFreePoolWithTag (fffff802`d440ce50)
3: kd> !pool ffff998d716f9a90 2
Pool page ffff998d716f9a90 region is Paged pool
*ffff998d716f9a80 size:   20 previous size:    0  (Free)      *PJnm
		Owning component : Unknown (update pooltag.txt)
3: kd> p
prjflt!PrjfCreateMappingEntry+0x187:
fffff802`6c246d7b 48c70600000000  mov     qword ptr [rsi],0
3: kd> g
KDTARGET: Refreshing KD connection

*** Fatal System Error: 0x0000013a
                       (0x0000000000000011,0xFFFF998D67000140,0xFFFF998D716F9A80,0x0000000000000000)

Break instruction exception - code 80000003 (first chance)

A fatal system error has occurred.
Debugger entered on first try; Bugcheck callbacks have not been invoked.

A fatal system error has occurred.

For analysis of this file, run !analyze -v
nt!DbgBreakPointWithStatus:
fffff802`d3d34e30 cc              int     3


