In PrjfCreateUnionContext() function, it calls RtlCreateHashTableEx(&NegtiveHashTable, gHashTableInitialSize, 0i64, 0i64)) ) to create UnionContext->NegtiveHashTable, the gHashTableInitialSize here is 0x2000 by default, if it failed, it will call PrjfReleaseUnionContext(UnionContext) to release this new created UnionContext.

int __fastcall PrjfCreateUnionContext(...)
{
 if ( (Flags & 1) == 0                         // PRJ_FLAG_USE_NEGATIVE_PATH_CACHE
   || (ExInitializeResourceLite(&UnionContext->NegativeHashTableResource),
       NegtiveHashTable = &UnionContext->NegtiveHashTable,
       RtlCreateHashTableEx(&NegtiveHashTable, gHashTableInitialSize, 0i64, 0i64)) )
 {
   ...
   *pUnionContext = UnionContext;
   UnionContext = 0i64;
 }
 ...
 if ( UnionContext )
   PrjfReleaseUnionContext(UnionContext);
 ...
 return Status;
}

In the PrjfReleaseUnionContext() function, it calls RtlDeleteHashTable(&UnionContext->NegtiveHashTable) to delete this NegtiveHashTable.

void __fastcall PrjfReleaseUnionContext(_PRJ_UNION_CONTEXT *UnionContext)
{
 ...
 if ( _InterlockedExchangeAdd(&UnionContext->RefNo, 0xFFFFFFFF) == 1 )
 {
   ...
   if ( (UnionContext->Flags & 1) != 0 )
   {
     NumEntries = 0;
     PrjfClearNegativePathCache(UnionContext, &NumEntries);
     if...
     ExDeleteResourceLite(&UnionContext->NegativeHashTableResource);
     RtlDeleteHashTable(&UnionContext->NegtiveHashTable);
   }
   ...
 }
}
In the RtlCreateHashTableEx() function, it calls RtlpCreateHashTable().
In RtlpCreateHashTable() function, if the InitialSize is larger than 0x80, it calls ExAllocatePool2() to allocate a new Directory and then calls RtlpAllocateSecondLevelDir() to allocate the SecondLevelDir, if RtlpAllocateSecondLevelDir() failed, it will jump to call RtlDeleteHashTable(HashTable).

bool  RtlpCreateHashTable(PRTL_DYNAMIC_HASH_TABLE *pHashTable, ULONG InitialSize, ULONG Shift, ULONG Flags)
{
 ...
 if ( InitialSize > 0x80 )
 {
   ...
   Directory = (void *)ExAllocatePool2(0x40ui64, 0x80, 0x62615448u);
   if ( Directory )
   {
     memset(Directory, 0, 0x80ui64);
     HashTable->Directory = Directory;
     while (... )
     {
       ...
       SecondLevelDir = RtlpAllocateSecondLevelDir(...);
       if ( !SecondLevelDir )
         goto LABEL_10;
       ...
     }
     ...
   }
 }
 ...
LABEL_10:
 RtlDeleteHashTable(HashTable);
 return 0;
}


In the RtlDeleteHashTable() function, it will call ExFreePoolWithTag to free the allocated Directory and all allocated SecondLevelDirs. But the freed HashTable->Directory was not set to NULL in the RtlDeleteHashTable() function.

We call imagine that in PrjfCreateUnionContext()->RtlCreateHashTableEx(), it successfully allocated HashTable->Directory, but failed to allocate SecondLevelDir in RtlpAllocateSecondLevelDir(), so it calls RtlDeleteHashTable() to free this HashTable. In RtlDeleteHashTable(), HashTable->Directory is freed but not set to NULL. And RtlCreateHashTableEx() returns false. Therefore, PrjfCreateUnionContext() will call PrjfReleaseUnionContext(), in PrjfReleaseUnionContext(), RtlDeleteHashTable() will be called again to this same NegtiveHashTable, NegtiveHashTable->Directory will be freed again, this will lead to a double free bug.

The debugging information is as follows:
3: kd> bc* 
3: kd> .reload /f prjflt.sys
3: kd> .reload /f fltmgr.sys
3: kd> bu PrjfCreateUnionContext
3: kd> g
Breakpoint 0 hit
prjflt!PrjfCreateUnionContext:
fffff802`6c21201c 488bc4          mov     rax,rsp
2: kd> k
 # Child-SP          RetAddr               Call Site
00 ffffa981`9300f258 fffff802`6c241b65     prjflt!PrjfCreateUnionContext
01 ffffa981`9300f260 fffff802`6c2347c7     prjflt!PrjfSetUnionContext+0x139
02 ffffa981`9300f2d0 fffff802`6c234b8a     prjflt!PrjfFsctlStartVirtualizationInstance+0x477
03 ffffa981`9300f3c0 fffff802`6578d4a8     prjflt!PrjfPreFsControl+0x17a
04 ffffa981`9300f410 fffff802`6578cdc5     FLTMGR!FltpPerformPreCallbacksWorker+0x398
05 ffffa981`9300f5a0 fffff802`65784877     FLTMGR!FltpPassThroughInternal+0xe5
06 ffffa981`9300f640 fffff802`657ea175     FLTMGR!FltpPassThrough+0x187
07 ffffa981`9300f680 fffff802`d3a06fbf     FLTMGR!FltpFsControl+0xd5
08 ffffa981`9300f6e0 fffff802`d3a06f33     nt!IopfCallDriver+0x5f
09 ffffa981`9300f720 fffff802`d3a06d09     nt!IofCallDriver+0x13
0a ffffa981`9300f750 fffff802`d4191bbc     nt!IopCallDriverReference+0xe9
0b ffffa981`9300f7d0 fffff802`d40f3918     nt!IopSynchronousServiceTail+0x268
0c ffffa981`9300f850 fffff802`d40f2cee     nt!IopXxxControlFile+0xba8
0d ffffa981`9300f990 fffff802`d3f3a5c5     nt!NtFsControlFile+0x5e
0e ffffa981`9300fa00 00007ff8`e7cc0184     nt!KiSystemServiceCopyEnd+0x25
0f 00000080`000ff048 00007ff8`e4ced65f     0x00007ff8`e7cc0184
10 00000080`000ff050 00000000`00000010     0x00007ff8`e4ced65f
11 00000080`000ff058 00007ff8`00000008     0x10
12 00000080`000ff060 00000080`005c0000     0x00007ff8`00000008
13 00000080`000ff068 00000000`00000003     0x00000080`005c0000
14 00000080`000ff070 00000080`000ff0a0     0x3
15 00000080`000ff078 00000080`00090400     0x00000080`000ff0a0
16 00000080`000ff080 00000080`005dc140     0x00000080`00090400
17 00000080`000ff088 00000000`00000020     0x00000080`005dc140
18 00000080`000ff090 00000080`005e0610     0x20
19 00000080`000ff098 00000080`00000010     0x00000080`005e0610
1a 00000080`000ff0a0 00000000`00000000     0x00000080`00000010
2: kd> pct
prjflt!PrjfCreateUnionContext+0x4e:
fffff802`6c21206a e8c1a31f68      call    nt!ExAllocatePool2 (fffff802`d440c430)
2: kd> 
prjflt!PrjfCreateUnionContext+0xfd:
fffff802`6c212119 e892bea767      call    nt!RtlInitializeGenericTableAvl (fffff802`d3c8dfb0)
0: kd> 
prjflt!PrjfCreateUnionContext+0x10d:
fffff802`6c212129 e812007f67      call    nt!ExInitializeResourceLite (fffff802`d3a02140)
0: kd> 
prjflt!PrjfCreateUnionContext+0x13a:
fffff802`6c212156 e855bea767      call    nt!RtlInitializeGenericTableAvl (fffff802`d3c8dfb0)
3: kd> 
prjflt!PrjfCreateUnionContext+0x14d:
fffff802`6c212169 e8d2ff7e67      call    nt!ExInitializeResourceLite (fffff802`d3a02140)
1: kd> 
prjflt!PrjfCreateUnionContext+0x165:
fffff802`6c212181 e81a2ba567      call    nt!KeInitializeEvent (fffff802`d3c64ca0)
0: kd> 
prjflt!PrjfCreateUnionContext+0x1a7:
fffff802`6c2121c3 e858298667      call    nt!RtlRandomEx (fffff802`d3a74b20)
0: kd> 
prjflt!PrjfCreateUnionContext+0x1d7:
fffff802`6c2121f3 e8281aa167      call    nt!RtlCopyUnicodeString (fffff802`d3c23c20)
2: kd> 
prjflt!PrjfCreateUnionContext+0x207:
fffff802`6c212223 e818ff7e67      call    nt!ExInitializeResourceLite (fffff802`d3a02140)
2: kd> 
prjflt!PrjfCreateUnionContext+0x230:
fffff802`6c21224c e8df70c067      call    nt!RtlCreateHashTableEx (fffff802`d3e19330)
2: kd> t
nt!RtlCreateHashTableEx:
fffff802`d3e19330 4883ec28        sub     rsp,28h
2: kd> pct
nt!RtlCreateHashTableEx+0x4:
fffff802`d3e19334 e8d700eaff      call    nt!RtlpCreateHashTable (fffff802`d3cb9410)
2: kd> t
nt!RtlpCreateHashTable:
fffff802`d3cb9410 48895c2408      mov     qword ptr [rsp+8],rbx
2: kd> pct
nt!RtlpCreateHashTable+0x2ade35:
fffff802`d3f67245 e8e6514a00      call    nt!ExAllocatePool2 (fffff802`d440c430)
0: kd> 
nt!RtlpCreateHashTable+0x2ade51:
fffff802`d3f67261 e81a59fdff      call    nt!_memset_spec_ermsb (fffff802`d3f3cb80)
0: kd> 
nt!RtlpCreateHashTable+0x2ade66:
fffff802`d3f67276 e88122d5ff      call    nt!RtlpAllocateSecondLevelDir (fffff802`d3cb94fc)
0: kd> p
nt!RtlpCreateHashTable+0x2ade6b:
fffff802`d3f6727b 4c8bc8          mov     r9,rax
0: kd> r rax = 0
0: kd> pct
nt!RtlpCreateHashTable+0xc5:
fffff802`d3cb94d5 e876000000      call    nt!RtlDeleteHashTable (fffff802`d3cb9550)
0: kd> t
nt!RtlDeleteHashTable:
fffff802`d3cb9550 48895c2410      mov     qword ptr [rsp+10h],rbx
0: kd> pct
nt!RtlDeleteHashTable+0x2e:
fffff802`d3cb957e e8cd387500      call    nt!ExFreePoolWithTag (fffff802`d440ce50)
2: kd> r rcx 
rcx=ffff868277ef59f0
2: kd> p
nt!RtlDeleteHashTable+0x33:
fffff802`d3cb9583 8b07            mov     eax,dword ptr [rdi]
2: kd> !pool ffff868277ef59f0 2
Pool page ffff868277ef59f0 region is Nonpaged pool
*ffff868277ef59e0 size:   90 previous size:    0  (Free)      *HTab
		Owning component : Unknown (update pooltag.txt)
2: kd> pt
nt!RtlDeleteHashTable+0x57:
fffff802`d3cb95a7 c3              ret
2: kd> pt
nt!RtlpCreateHashTable+0xe4:
fffff802`d3cb94f4 c3              ret
2: kd> pt
nt!RtlCreateHashTableEx+0xd:
fffff802`d3e1933d c3              ret
2: kd> pct
prjflt!PrjfCreateUnionContext+0x283:
fffff802`6c21229f e8647d0300      call    prjflt!WPP_RECORDER_SF_sD (fffff802`6c24a008)
2: kd> 
prjflt!PrjfCreateUnionContext+0x295:
fffff802`6c2122b1 e8e6150000      call    prjflt!PrjfReleaseUnionContext (fffff802`6c21389c)
2: kd> t
prjflt!PrjfReleaseUnionContext:
fffff802`6c21389c 48895c2410      mov     qword ptr [rsp+10h],rbx
2: kd> pct
prjflt!PrjfReleaseUnionContext+0x3f:
fffff802`6c2138db e8a06758f9      call    FLTMGR!FltAcquireResourceExclusive (fffff802`6579a080)
2: kd> 
prjflt!PrjfReleaseUnionContext+0xc1:
fffff802`6c21395d e8ce2f9f67      call    nt!RtlEnumerateGenericTableAvl (fffff802`d3c06930)
2: kd> 
prjflt!PrjfReleaseUnionContext+0xdc:
fffff802`6c213978 e8334a58f9      call    FLTMGR!FltReleaseResource (fffff802`657983b0)
2: kd> 
prjflt!PrjfReleaseUnionContext+0xeb:
fffff802`6c213987 e8d4c8a667      call    nt!RtlIsGenericTableEmptyAvl (fffff802`d3c80260)
0: kd> 
prjflt!PrjfReleaseUnionContext+0x103:
fffff802`6c21399f e8dceca567      call    nt!ExDeleteResourceLite (fffff802`d3c72680)
0: kd> 
prjflt!PrjfReleaseUnionContext+0x116:
fffff802`6c2139b2 e8a9c8a667      call    nt!RtlIsGenericTableEmptyAvl (fffff802`d3c80260)
2: kd> 
prjflt!PrjfReleaseUnionContext+0x132:
fffff802`6c2139ce e8adeca567      call    nt!ExDeleteResourceLite (fffff802`d3c72680)
1: kd> 
prjflt!PrjfReleaseUnionContext+0x18e:
fffff802`6c213a2a e8e52a0000      call    prjflt!PrjfClearNegativePathCache (fffff802`6c216514)
1: kd> 
prjflt!PrjfReleaseUnionContext+0x1e2:
fffff802`6c213a7e e8f1660300      call    prjflt!WPP_RECORDER_SF_sDD (fffff802`6c24a174)
3: kd> 
prjflt!PrjfReleaseUnionContext+0x1f5:
fffff802`6c213a91 e8eaeba567      call    nt!ExDeleteResourceLite (fffff802`d3c72680)
3: kd> pct
prjflt!PrjfReleaseUnionContext+0x208:
fffff802`6c213aa4 e8a75aaa67      call    nt!RtlDeleteHashTable (fffff802`d3cb9550)
3: kd> t
nt!RtlDeleteHashTable:
fffff802`d3cb9550 48895c2410      mov     qword ptr [rsp+10h],rbx
3: kd> pct
nt!RtlDeleteHashTable+0x2e:
fffff802`d3cb957e e8cd387500      call    nt!ExFreePoolWithTag (fffff802`d440ce50)
3: kd> r rcx
rcx=ffff868277ef59f0
3: kd> !pool ffff868277ef59f0 2
Pool page ffff868277ef59f0 region is Nonpaged pool
*ffff868277ef59e0 size:   90 previous size:    0  (Free)      *HTab
		Owning component : Unknown (update pooltag.txt)
3: kd> pr
rax=0000000000000001 rbx=ffff868277ef59f0 rcx=0000007d008800f5
rdx=0000000000001e80 rsi=ffff868277ef59f0 rdi=ffff868279bf6ef8
rip=fffff802d3cb9583 rsp=ffffa9819300f150 rbp=0000000000000000
 r8=00000000dc0c5494  r9=0000000000000002 r10=0000000000000001
r11=ffff868277e01da0 r12=0000000000000000 r13=0000000010000004
r14=ffff868270fba090 r15=0000000000000001
iopl=0         nv up ei ng nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040286
nt!RtlDeleteHashTable+0x33:
fffff802`d3cb9583 8b07            mov     eax,dword ptr [rdi] ds:002b:ffff8682`79bf6ef8=00000000
3: kd> g
KDTARGET: Refreshing KD connection

*** Fatal System Error: 0x0000000a
                       (0x0000000000000008,0x0000000000000002,0x0000000000000000,0xFFFFF802D3C726CC)

Driver at fault: ntoskrnl.exe.
Break instruction exception - code 80000003 (first chance)

A fatal system error has occurred.
Debugger entered on first try; Bugcheck callbacks have not been invoked.

A fatal system error has occurred.

For analysis of this file, run !analyze -v
rax=0000000000000000 rbx=0000000000000003 rcx=0000000000000003
rdx=000000000000001f rsi=0000000000000000 rdi=fffff802d3c72600
rip=fffff802d3d34e30 rsp=ffffa9819300e628 rbp=ffffa9819300e790
 r8=0000000000000065  r9=0000000000000000 r10=0000000000000000
r11=0000000000000000 r12=0000000000000000 r13=0000000000000000
r14=0000000000000000 r15=0000000000000001
iopl=0         nv up ei ng nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040286
nt!DbgBreakPointWithStatus:
fffff802`d3d34e30 cc              int     3

