In PrjfCopyStreamData(), it calls RtlInsertElementGenericTableAvl() to insert an entry to the AVL table. The table entry structure is as follows:

struct _PRJ_HANDLE_AVL_TABLE_ENTRY
{
    UUID FileId;
    PFILE_OBJECT FileObject;
     HANDLE FileHandle;
};

And then it calls PrjfSendGetFileStreamCommand() to send a message to the user-mode application, after which, it calls RtlDeleteElementGenericTableAvl() to delete this entry, and calls ObDereferenceObjectDeferDelete() to dereference HandleEntry.FileObject.

The code snippet is as below:
int PrjfCopyStreamData(
        …
        PFILE_OBJECT FileObject,
        _PRJ_UNION_CONTEXT *UnionContext,
        UUID *pFileId)
{
  ...
  FileId = *pFileId;
  HandleEntry.FileObject = FileObject;
  HandleEntry.FileId = FileId;
  …
  InsertedEntry = RtlInsertElementGenericTableAvl(&UnionContext->AvlHandleTable, &HandleEntry, 0x20u, &bNewElement);
  if ( InsertedEntry )
  {
    if ( bNewElement )
    {
      FileObject_ = HandleEntry.FileObject;
      ...
      ObfReferenceObject(FileObject_);
    }
    …
    Status = PrjfSendGetFileStreamCommand(Instance, FileObject, &Offset, Length);
    …
    if ( !RtlDeleteElementGenericTableAvl(&UnionContext->AvlHandleTable, &HandleEntry) )
      MicrosoftTelemetryAssertTriggeredNoArgsKM();
    if ( bNewElement )
      ObDereferenceObjectDeferDelete(HandleEntry.FileObject);
    ...}
The call stack is as follows:
00 prjflt!PrjfCopyStreamData
01 prjflt!PrjfExpandFile+0x255
02 prjflt!PrjfExpansionWorker+0xde
03 FLTMGR!FltpProcessGenericWorkItem+0x9e
04 nt!ExpWorkerThread+0x5ec
05 nt!PspSystemThreadStartup+0x5a
06 nt!KiStartSystemThread+0x34

The FileObject here comes from FltObjects->FileObject, the FileId parameter comes from StreamContext->Uuid;

PrjfExpandFile()
{
    …
    FileId = StreamContext->Uuid;
    Status = PrjfCopyStreamData(Instance, Offset, Length, FileObject, UnionContext, &FileId);
    …
}

And  StreamContext->Uuid will be assigned to CommandBuffer->StreamUuid in PrjfSendGetFileStreamCommand->PrjfPrepareCommandForFileObject():
    …
    *CommandBuffer->StreamUuid = StreamContext->Uuid;
    …

struct __declspec(align(4)) _PRJ_COMMAND_BUFFER
{
  ULONG BufferLength;
  int CmdType;
  GUID VirtualizationInstanceID;
  int Id;
  char StreamUuid[16];
  char StreamHandleUuid[16];
  PRJ_PLACEHOLDER_VERSION_INFO PlaceHolderVersionInfo;
  int Padding;
  char Data[544];
  int RelPathOffset;
  int RelPathLength;
  int FilePathOffset;
  int FilePathLength;
  ULONG Pid;
  int ProcessNameOffset;
  int ProcessNameLength;
  int Padding2;
  WCHAR RelPathBuffer[1];
  WCHAR FilePathBuffer[1];
  WCHAR ProcessNameBuffer[1];
};

So the user-mode application can get this FileId from the message PrjfSendGetFileStreamCommand().

The code snippet is as below:
BOOL MyGetQueuedCompletionStatus(
	HANDLE       CompletionPort,
	LPDWORD      lpNumberOfBytesTransferred,
	PULONG_PTR   lpCompletionKey,
	LPOVERLAPPED* lpOverlapped,
	DWORD        dwMilliseconds
) {
	BOOL bResult = TrueGetQueuedCompletionStatus(CompletionPort, lpNumberOfBytesTransferred, lpCompletionKey, lpOverlapped, dwMilliseconds);

	if (bResult) {
		_PRJ_COMMAND_BUFFER* CommandBuffer = (_PRJ_COMMAND_BUFFER*)((char*)(*lpOverlapped) + sizeof(OVERLAPPED) + sizeof(_FILTER_MESSAGE_HEADER));

		if (CommandBuffer->CmdType == 6) {
            UUID FileId = *(UUID*)(&(CommandBuffer->StreamHandleUuid));
            PrjCloseFileHandler(ghPort, FileId);
            ...
	}

	return bResult;
}


With this FileId, the user-mode application then can request PrjfCloseFileHandler() to ObDereferenceObjectDeferDelete(HandleEntry->FileObject). And this happens in the PrjfSendGetFileStreamCommand() synchronously.

int __fastcall PrjfCloseFileHandler(PFLT_INSTANCE Instance, _PRJ_MSG_CLOSE_FILE_HANDLER_IN_DATA *InData)
{
  ...
  UnionContext = PrjfGetUnionContextByVirtualizationInstanceInfo(&InData->VirInstanceInfo, Instance);
  if ( UnionContext )
  {
    if ( IoGetCurrentProcess() == UnionContext->CurrentProcess )
    {
      Buffer.FileId = InData->FileId;
      FltAcquireResourceExclusive(&UnionContext->AvlHandleTableResource);
      HandleEntry = RtlLookupElementGenericTableAvl(&UnionContext->AvlHandleTable, &Buffer);
      if ( HandleEntry )
      {
        ObDereferenceObjectDeferDelete(HandleEntry->FileObject);
        FileHandle = HandleEntry->FileHandle;
        RtlDeleteElementGenericTableAvl(&UnionContext->AvlHandleTable, HandleEntry);
        FltReleaseResource(&UnionContext->AvlHandleTableResource);
        FltClose(FileHandle);
      }
      ...
    }



After PrjfSendGetFileStreamCommand() returns to the PrjfCopyStreamData(), it next calls ObDereferenceObjectDeferDelete(HandleEntry.FileObject) to dereference this HandleEntry.FileObject again.

Because there is an additional dereference to the FileObject from PrjfCloseFileHandler(), therefore this FileObject is freed one step ahead than expected, and this causes a UAF bug.

2: kd> g
KDTARGET: Refreshing KD connection

*** Fatal System Error: 0x00000018
                       (0xFFFFA68B5C724500,0xFFFFA68B69754E00,0x0000000000000001,0x0000000000000001)

Break instruction exception - code 80000003 (first chance)

A fatal system error has occurred.
Debugger entered on first try; Bugcheck callbacks have not been invoked.

A fatal system error has occurred.

For analysis of this file, run !analyze -v
rax=0000000000000000 rbx=0000000000000003 rcx=0000000000000003
rdx=000000000000008a rsi=00000e75a0c9ba00 rdi=0000000000000000
rip=fffff803ca9025e0 rsp=ffffe98e2a68b058 rbp=ffffe98e2a68b1c0
 r8=0000000000000065  r9=0000000000000000 r10=0000000000000000
r11=0000000000000000 r12=ffffa68b684f1040 r13=0000000000000000
r14=ffff8280fe99c180 r15=ffffa68b5c724501
iopl=0         nv up ei ng nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040286
nt!DbgBreakPointWithStatus:
fffff803`ca9025e0 cc              int     3
1: kd> k
 # Child-SP          RetAddr               Call Site
00 ffffe98e`2a68b058 fffff803`ca9b6a92     nt!DbgBreakPointWithStatus
01 ffffe98e`2a68b060 fffff803`ca9b5fbc     nt!KiBugCheckDebugBreak+0x12
02 ffffe98e`2a68b0c0 fffff803`ca9018d7     nt!KeBugCheck2+0xb2c
03 ffffe98e`2a68b850 fffff803`ca70091f     nt!KeBugCheckEx+0x107
04 ffffe98e`2a68b890 fffff803`6141fc3e     nt!ObfDereferenceObject+0xbf
05 ffffe98e`2a68b8d0 fffff803`5c30493e     prjflt!PrjfFlushAndUpdateDiskStateWorker+0x35e
06 ffffe98e`2a68b970 fffff803`ca72238c     FLTMGR!FltpProcessGenericWorkItem+0x9e
07 ffffe98e`2a68ba10 fffff803`ca8a3e1a     nt!ExpWorkerThread+0x5ec
08 ffffe98e`2a68bbf0 fffff803`caaa6754     nt!PspSystemThreadStartup+0x5a
09 ffffe98e`2a68bc40 00000000`00000000     nt!KiStartSystemThread+0x34




