
In PrjfSetupVolumeInformationHandler(), it calls PrjfGetInstanceFromVolumeName(&usVolumeName, &Instance)->FltGetVolumeFromName(gFilter, usVolumeName, &RetVolume).
The FltGetVolumeFromName() will finally call 

ObjectAttributes.ObjectName = usVolumeName;
ObjectAttributes.Attributes = 0x240i64;
…
ZwCreateFile(&FileHandle, 0x100001u, &ObjectAttributes, &IoStatusLocation, 0i64, 0, 3u, 1u, 0x20u, 0i64, 0);

The call stack is as below:
00 nt!ZwCreateFile
01 FLTMGR!FltpIoGetDeviceObjectPointer
02 FLTMGR!FltpGetDeviceObjectFromName
03 FLTMGR!FltpGetVolumeFromName
04 FLTMGR!FltGetVolumeFromName
05 prjflt!PrjfGetInstanceFromVolumeName
06 prjflt!PrjfSetupVolumeInformationHandler
07 prjflt!PrjfPortMessage
08 FLTMGR!FltpFilterMessage
09 FLTMGR!FltpMsgDispatch
0a FLTMGR!FltpDispatch
0b nt!IopfCallDriver
0c nt!IofCallDriver
0d nt!IopCallDriverReference
0e nt!IopSynchronousServiceTail
0f nt!IopXxxControlFile
10 nt!NtDeviceIoControlFile
11 nt!KiSystemServiceCopyEnd
12 ntdll!NtDeviceIoControlFile
13 FLTLIB!FilterpDeviceIoControl
14 FLTLIB!FilterSendMessage



The usVolumeName here gets from the first parameter InfoData of PrjfSetupVolumeInformationHandler(), its structure as follows:

struct _PRJ_MSG_VOLUME_INFO_DATA
{
  ULONG DataSize;
  USHORT VolumeNameSize;
  int Flags;
  WCHAR szVolumeName[1];
};


The usVolumeName is assigned by the szVolumeName and VolumeNameSize field. So it is fully controlled by the user input.


It means that the user/attacker can open any file or device through it. Of which, the privileged ones originally can not be opened by the unprivileged user.

For example, the \Device\SrvAdmin, originally, only administrator or other specific groups can open it, ordinary users can not open it, but if the usVolumeName = L“\\Device\\SrvAdmin”, it can be opened by normal user through this defect, furthermore its IRP_MJ_CREATE routine SrvNetCreate() will be called when open it, and SrvNetCleanup() as well as SrvNetClose() will be called when close the handle. In addition, the PreviousMode is KernelMode in them.

 The debugging information as follows:

0: kd> bc* 
0: kd> .reload /f srvnet.sys
0: kd> bu FLTMGR!FltpIoGetDeviceObjectPointer+7c "!process $proc 0;!obja r8"
0: kd> bu srvnet!SrvNetCreate   "!process $proc 0;"
0: kd> g
…

PROCESS ffff950e1ab271c0
    SessionId: none  Cid: 2ab8    Peb: 8df7cd6000  ParentCid: 26ac
    DirBase: b0ecb000  ObjectTable: ffffe48d014ade80  HandleCount: 104.
    Image: PrjFltTest3.exe

Obja +0000000000000000 at ffff9107a52ff1e0:
	Name is \Device\srvadmin\ccc
	OBJ_CASE_INSENSITIVE
rax=ffff9107a52ff218 rbx=ffff9107a52ff348 rcx=ffff9107a52ff230
rdx=0000000000100001 rsi=0000000000000000 rdi=0000000000000000
rip=fffff8076095b83c rsp=ffff9107a52ff170 rbp=ffff9107a52ff479
 r8=ffff9107a52ff1e0  r9=ffff9107a52ff1d0 r10=fffff807cf122420
r11=ffff9107a52ff2f8 r12=ffff9107a52ff658 r13=ffffe48d13b47ce0
r14=0000000000000000 r15=0000000000001000
iopl=0         nv up ei pl zr na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040246
FLTMGR!FltpIoGetDeviceObjectPointer+0x7c:
fffff807`6095b83c e8df6b7c6e      call    nt!ZwCreateFile (fffff807`cf122420)
3: kd> p
PROCESS ffff950e1ab271c0
    SessionId: none  Cid: 2ab8    Peb: 8df7cd6000  ParentCid: 26ac
    DirBase: b0ecb000  ObjectTable: ffffe48d014ade80  HandleCount: 104.
    Image: PrjFltTest3.exe

rax=fffff807669b2550 rbx=fffff807cf2f6e04 rcx=ffff950e1a0e8c70
rdx=ffff950e1cbb2e90 rsi=ffff950e1cbb2e90 rdi=ffff950e1a0e8c70
rip=fffff807669b2550 rsp=ffff9107a52fe898 rbp=ffff9107a52febc0
 r8=ffff950e1a0e8c70  r9=0000000000000000 r10=ffffe48d153dd000
r11=ffffe48d14dc6000 r12=ffff950e21c5b520 r13=ffff9107a52feb40
r14=ffff950e1ba87050 r15=0000000000000000
iopl=0         nv up ei ng nz ac pe cy
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040293
srvnet!SrvNetCreate:
fffff807`669b2550 48895c2408      mov     qword ptr [rsp+8],rbx ss:0018:ffff9107`a52fe8a0=0000000000000000
3: kd> kc
 # Call Site
00 srvnet!SrvNetCreate
01 nt!IopfCallDriver
02 nt!IofCallDriver
03 nt!IopParseDevice
04 nt!ObpLookupObjectName
05 nt!ObOpenObjectByNameEx
06 nt!IopCreateFile
07 nt!NtCreateFile
08 nt!KiSystemServiceCopyEnd
09 nt!KiServiceLinkage
0a FLTMGR!FltpIoGetDeviceObjectPointer
0b FLTMGR!FltpGetDeviceObjectFromName
0c FLTMGR!FltpGetVolumeFromName
0d FLTMGR!FltGetVolumeFromName
0e prjflt!PrjfGetInstanceFromVolumeName
0f prjflt!PrjfSetupVolumeInformationHandler
10 prjflt!PrjfPortMessage
11 FLTMGR!FltpFilterMessage
12 FLTMGR!FltpMsgDispatch
13 FLTMGR!FltpDispatch
14 nt!IopfCallDriver
15 nt!IofCallDriver
16 nt!IopCallDriverReference
17 nt!IopSynchronousServiceTail
18 nt!IopXxxControlFile
19 nt!NtDeviceIoControlFile
1a nt!KiSystemServiceCopyEnd
1b ntdll!NtDeviceIoControlFile
1c FLTLIB!FilterpDeviceIoControl
1d FLTLIB!FilterSendMessage
1e PrjFltTest3!PrjSetupVolumeInformationHandler
…

3: kd> .thread
Implicit thread is now ffff950e`1ae85080
3: kd> dt _kthread previousmode ffff950e`1ae85080
ntdll!_KTHREAD
   +0x232 PreviousMode : 0 ''




Another exploitation is that the ShareAccess parameter of ZwCreateFile here is 3(FILE_SHARE_READ | FILE_SHARE_WRITE), so it does not share delete. Therefore the attacker can constantly open any privileged files or folders to prevent anyone from deleting them.  For example,  C:\Windows\System32\config\bfs, originally only the system account can access it, the normal user can do nothing with it. But with this bug, the attacker can block anyone from removing this folder. The debugging info as below:

rax=ffffbd8f19c0ef18 rbx=ffffbd8f19c0f048 rcx=ffffbd8f19c0ef30
rdx=0000000000100001 rsi=ffffbf0cff7a1570 rdi=0000000000000000
rip=fffff801829fb31c rsp=ffffbd8f19c0ee70 rbp=ffffbd8f19c0f130
 r8=ffffbd8f19c0eee0  r9=ffffbd8f19c0eed0 r10=fffff801f112adf0
r11=ffffbd8f19c0eff8 r12=0000000000000000 r13=ffffe20653794500
r14=0000000000000001 r15=ffffe2063dff54d0
iopl=0         nv up ei pl zr na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040246
FLTMGR!FltpIoGetDeviceObjectPointer+0x7c:
fffff801`829fb31c e8cffa726e      call    nt!ZwCreateFile (fffff801`f112adf0)
1: kd> !obja ffffbd8f19c0eee0
Obja +0000000000000000 at ffffbd8f19c0eee0:
	Name is \??\C:\Windows\System32\config\bfs
	OBJ_CASE_INSENSITIVE
1: kd> k
 # Child-SP          RetAddr               Call Site
00 ffffbd8f`19c0ee70 fffff801`829fb247     FLTMGR!FltpIoGetDeviceObjectPointer+0x7c
01 ffffbd8f`19c0ef20 fffff801`829fb06e     FLTMGR!FltpGetDeviceObjectFromName+0x37
02 ffffbd8f`19c0f000 fffff801`829fb02d     FLTMGR!FltpGetVolumeFromName+0x2e
03 ffffbd8f`19c0f030 fffff801`870445ee     FLTMGR!FltGetVolumeFromName+0xd
04 ffffbd8f`19c0f060 fffff801`8704584b     prjflt!PrjfGetInstanceFromVolumeName+0x2e
05 ffffbd8f`19c0f0b0 fffff801`829fa999     prjflt!PrjfPortConnect+0x2db
06 ffffbd8f`19c0f150 fffff801`829f975e     FLTMGR!FltpOpenClientPort+0x499
07 ffffbd8f`19c0f220 fffff801`82a134ca     FLTMGR!FltpMsgDispatch+0x1de
08 ffffbd8f`19c0f290 fffff801`f0d14b8d     FLTMGR!FltpCreate+0x6a
09 ffffbd8f`19c0f340 fffff801`f1313d4d     nt!IofCallDriver+0x4d
0a ffffbd8f`19c0f380 fffff801`f131174e     nt!IopParseDevice+0x90d
0b ffffbd8f`19c0f530 fffff801`f130fbc6     nt!ObpLookupObjectName+0x93e
0c ffffbd8f`19c0f6e0 fffff801`f1403b8a     nt!ObOpenObjectByNameEx+0x2c6
0d ffffbd8f`19c0f820 fffff801`f14036f9     nt!IopCreateFile+0x40a
0e ffffbd8f`19c0f970 fffff801`f1142ac5     nt!NtCreateFile+0x79
0f ffffbd8f`19c0fa00 00007fff`c14229a4     nt!KiSystemServiceCopyEnd+0x25
10 000000e6`fd1ef118 00007fff`ad83241c     ntdll!NtCreateFile+0x14
*** WARNING: Unable to verify checksum for PrjFltTest2.exe
11 000000e6`fd1ef120 00007ff7`71927d89     FLTLIB!FilterConnectCommunicationPort+0x1fc
12 000000e6`fd1ef260 000000e6`fd1ef34a     PrjFltTest2!ConnectCommunicationPort+0xf9 [C:\Work\vsproj\PrjFltTest2\PrjFltTest2\PrjFltTest2.cpp @ 170] 
13 000000e6`fd1ef268 00000000`00000000     0x000000e6`fd1ef34a
1: kd> p
rax=0000000000000000 rbx=ffffbd8f19c0f048 rcx=ffffe2063c7658b0
rdx=ffffbd8f19c0fa01 rsi=ffffbf0cff7a1570 rdi=0000000000000000
rip=fffff801829fb321 rsp=ffffbd8f19c0ee70 rbp=ffffbd8f19c0f130
 r8=ffffe206568dfaa0  r9=ffffbf0cf1b7ef98 r10=ffffe2063585ef50
r11=ffffe2064b6cd080 r12=0000000000000000 r13=ffffe20653794500
r14=0000000000000001 r15=ffffe2063dff54d0
iopl=0         nv up ei pl zr na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040246
FLTMGR!FltpIoGetDeviceObjectPointer+0x81:
fffff801`829fb321 85c0            test    eax,eax




