∑In CCFPreCreate() function, it first calls FltAllocateExtraCreateParameter(...GUID_ECP_NETWORK_APP_INSTANCE, …,&InstanceEcpContext) to allocate a InstanceEcpContext object, and call CCFAddEcpToCreate() to insert it into the EcpList. Next, it calls CCFAddCsvSetHandlePropertiesEcp(), in CCFAddCsvSetHandlePropertiesEcp(), it calls FltAllocateExtraCreateParameter(...GUID_ECP_CSV_SET_HANDLE_PROPERTIES, …,&EcpContext) and then also call CCFAddEcpToCreate() to insert to the EcpList.

However, if CCFAddCsvSetHandlePropertiesEcp() failed, and return an error status, it will call FltFreeExtraCreateParameter(FltObjects->Filter, InstanceEcpContext) to free InstanceEcpContext. And return FLT_PREOP_COMPLETE with this error status.

The code Snippet as follows:
  ...
  else
  {
    if ( CCFFindCsvSetHandlePropertiesEcp(CallbackData, &bFound) < 0 || !bFound )
    {
      Status = CCFAddCsvSetHandlePropertiesEcp(CallbackData, FltObjects, CsvFlags);
      if...
    }
  }
  if ( Status < 0 )
  {
    if ( InstanceEcpContext )
    {
      FltFreeExtraCreateParameter(FltObjects->Filter, InstanceEcpContext);
      InstanceEcpContext = 0i64;
    }
    CallbackData->IoStatus.Status = Status;
    CallbackData->IoStatus.Information = 0i64;
    PreOpStatus = FLT_PREOP_COMPLETE;
  }
  ...


But before it calls FltFreeExtraCreateParameter(FltObjects->Filter, InstanceEcpContext) to free this Ecp, it did not call FltRemoveExtraCreateParameter() to remove it from the EcpList first. Therefore, although InstanceEcpContext has been freed, it is still in the EcpList. In the end of the IopCreateFile(), it calls FsRtlFreeExtraCreateParameterList(), FsRtlFreeExtraCreateParameterList() enumerates all Ecps in the list, do some checks with them and free them, then free it self. 

However, InstanceEcpContext has been freed in CCFPreCreate() by FltFreeExtraCreateParameter(FltObjects->Filter, InstanceEcpContext),  so In FsRtlFreeExtraCreateParameterList(), it get this freed InstanceEcpContext from the EcpList and uses it, then free it again,  this causes a double free bugcheck.
2: kd> kc
 # Call Site
00 nt!ExFreePoolWithTag
01 nt!FsRtlFreeExtraCreateParameterList
02 nt!IopCleanupExtraCreateParameters
03 nt!IopCreateFile
04 nt!NtCreateFile
05 nt!KiSystemServiceCopyEnd
06 ntdll!NtCreateFile
07 KERNELBASE!CreateFileInternal
08 KERNELBASE!CreateFileW
09 CCFFilterTest!CreateTestFile
0a CCFFilterTest!main


About how to make CCFAddCsvSetHandlePropertiesEcp() fail?  it calls FltAllocateExtraCreateParameter(...GUID_ECP_CSV_SET_HANDLE_PROPERTIES…)->FsRtlAllocateExtraCreateParameter()->ExAllocatePool2() to allocate a 0x58 size
paged pool buffer, if there is not enough pool memory in the system, it will return 0xC000009A error code to make CCFAddCsvSetHandlePropertiesEcp() also return this error code to trigger the bug.

rax=0000000000000000 rbx=0000000000000058 rcx=0000000000000100
rdx=0000000000000058 rsi=fffffd824859ef10 rdi=0000000000000002
rip=fffff800807630f0 rsp=fffffd824859eea8 rbp=0000000000000000
 r8=0000000046464343  r9=0000000000000000 r10=fffff800805eab70
r11=fffffd824859ef98 r12=0000000000000000 r13=ffff808d57289830
r14=fffff80014f751b0 r15=fffffd824859efb8
iopl=0         nv up ei pl zr na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040246
nt!ExAllocatePool2:
fffff800`807630f0 48895c2410      mov     qword ptr [rsp+10h],rbx ss:0018:fffffd82`4859eeb8=0000000000040344
2: kd> k
 # Child-SP          RetAddr               Call Site
00 fffffd82`4859eea8 fffff800`805eabdb     nt!ExAllocatePool2
01 fffffd82`4859eeb0 fffff800`11afaf68     nt!FsRtlAllocateExtraCreateParameter+0x6b
02 fffffd82`4859eee0 fffff800`14f7b69c     FLTMGR!FltAllocateExtraCreateParameter+0x98
03 fffffd82`4859ef40 fffff800`14f799d6    CCFFilter!CCFAddCsvSetHandlePropertiesEcp+0x64
04 fffffd82`4859efa0 fffff800`11a9bfcf     CCFFilter!CCFPreCreate+0x5f6




I does not add code to exhaust the system paged pool buffer to trigger this failure,Instead, I used kernel debugger to directly set the return value of FltAllocateExtraCreateParameter(...GUID_ECP_CSV_SET_HANDLE_PROPERTIES…) to 0xC000009A and verified it as follows:

0: kd> bc* 
0: kd> .reload /f ccffilter.sys
0: kd> .reload /f fltmgr.sys
0: kd> bu0 ccffilter!CCFAddCsvSetHandlePropertiesEcp+64 "bd0; r eax = 0xc000009a; r @$t0 =@$proc;  be1;g" 
0: kd> bu1 nt!FsRtlFreeExtraCreateParameterList ".if(@$t0 == @$proc){!process $proc 0; bd1} .else {gc}"   
0: kd> bd1
0: kd> g
PROCESS ffffdd8a6824a080
    SessionId: none  Cid: 1a7c    Peb: 4eafc0a000  ParentCid: 13fc
    DirBase: 5934d000  ObjectTable: ffff808d57219c40  HandleCount:  91.
    Image: CCFFilterTest.exe

nt!FsRtlFreeExtraCreateParameterList:
fffff800`80454e00 48895c2420      mov     qword ptr [rsp+20h],rbx
1: kd> .reload
1: kd> kc
 # Call Site
00 nt!FsRtlFreeExtraCreateParameterList
01 nt!IopCleanupExtraCreateParameters
02 nt!IopCreateFile
03 nt!NtCreateFile
04 nt!KiSystemServiceCopyEnd
05 ntdll!NtCreateFile
06 KERNELBASE!CreateFileInternal
07 KERNELBASE!CreateFileW
08 CCFFilterTest!CreateTestFile
09 CCFFilterTest!main
0a CCFFilterTest!invoke_main
0b CCFFilterTest!__scrt_common_main_seh
0c CCFFilterTest!__scrt_common_main
0d CCFFilterTest!mainCRTStartup
0e KERNEL32!BaseThreadInitThunk
0f ntdll!RtlUserThreadStart
1: kd> pct
nt!FsRtlFreeExtraCreateParameterList+0x111:
fffff800`80454f11 e86aa83500      call    nt!KscpCfgDispatchUserCallTargetEsSmep (fffff800`807af780)
3: kd> 
nt!FsRtlFreeExtraCreateParameterList+0x128:
fffff800`80454f28 e8a3ed3000      call    nt!ExFreePoolWithTag (fffff800`80763cd0)
3: kd> r
rax=fffff80011aa4f10 rbx=ffff808d5beb5b18 rcx=ffff808d5c1c34c0
rdx=0000000000000000 rsi=ffff808d5beb5b10 rdi=00000000c000009a
rip=fffff80080454f28 rsp=fffffd824964f860 rbp=ffffdd8a66edb980
 r8=ffffdd8a647c5010  r9=0000000000000258 r10=ffffdd8a606b3850
r11=ffffdd8a647c0ae0 r12=fffff800806549e0 r13=0000000000000000
r14=ffff808d5c1c3508 r15=0000000000000000
iopl=0         nv up ei pl zr na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040246
nt!FsRtlFreeExtraCreateParameterList+0x128:
fffff800`80454f28 e8a3ed3000      call    nt!ExFreePoolWithTag (fffff800`80763cd0)
3: kd> !pool ffff808d5c1c34c0 2
Pool page ffff808d5c1c34c0 region is Paged pool
*ffff808d5c1c34b0 size:   70 previous size:    0  (Free)      *CCFF
		Pooltag CCFF : Cluster Client Failover Filter, Binary : CCFFilter.sys
3: kd> g
KDTARGET: Refreshing KD connection

*** Fatal System Error: 0x0000013a
                       (0x0000000000000011,0xFFFF808D50000140,0xFFFF808D5C1C34B0,0x0000000000000000)

Break instruction exception - code 80000003 (first chance)

A fatal system error has occurred.
Debugger entered on first try; Bugcheck callbacks have not been invoked.

A fatal system error has occurred.

For analysis of this file, run !analyze -v
nt!DbgBreakPointWithStatus:
fffff800`800f7690 cc              int     3


