When my test program open the p9rdr device with the name L"\\Device\\P9Rdr\\wsl.localhost\\xxx”, the callback function of p9rdr!p9fs::P9CreateVNetRoot() will be called from rdbss!RxConstructNetRoot(), then it calls ->p9fs::Device::CallUserCallback->p9fs::UserCallbackManager::CallUserCallback. In p9fs::UserCallbackManager::CallUserCallback, it calls p9fs::UserCallbackManager::FindCallbackWithLockHeld to fetch the a UserCallback, at the moment, there is nothing in the UserCallbackManager, so it next to call p9fs::UserCallbackManager::NotifyUserProcess().
1: kd> kc
 # Call Site
00 p9rdr!p9fs::UserCallbackManager::NotifyUserProcess
01 p9rdr!p9fs::UserCallbackManager::CallUserCallback
02 p9rdr!p9fs::Device::CallUserCallback
03 p9rdr!p9fs::Device::CreateNetRootAndVNetRoot
04 p9rdr!p9fs::P9CreateVNetRoot
05 rdbss!RxConstructNetRoot
06 rdbss!RxFindOrCreateConnections
07 rdbss!RxFindOrConstructVirtualNetRoot
08 rdbss!RxCreateTreeConnect
09 rdbss!RxCommonCreate
0a rdbss!RxFsdCommonDispatch
0b rdbss!RxFsdDispatch
0c nt!IofCallDriver
0d mup!MupStateMachine
0e mup!MupCreate
0f nt!IofCallDriver
10 FLTMGR!FltpCallDriver
11 FLTMGR!FltpCreate
12 nt!IofCallDriver
13 nt!IopParseDevice
14 nt!ObpLookupObjectName
15 nt!ObOpenObjectByNameEx
16 nt!IopCreateFile
17 nt!NtCreateFile
18 nt!KiSystemServiceCopyEnd
19 ntdll!NtCreateFile
1a P9rdrTest1!OpenDevice

In NotifyUserProcess(), it first calls ZwUpdateWnfStateData(&WNF_9P_UNKNOWN_DISTRO_NAME…) to trigger the service P9RdrService by Agent Activation Runtime service. 
And then creates a new UserCallback object and adds it into the list of UserCallbackManager by p9fs::UserCallback::UserCallback, and adds the waiter to this callback.the waiter is an address which is the offset 0xd0 of RxContext for creation irp. Their structures are as follows:

struct __declspec(align(8)) _P9RDR_USER_CALLBACK
{
  __int64 RefNo64;
  _RX_CONTEXT_CREATE *RxContext;
  LUID AuthenticationId;
  LUID LinkedAuthenticationId;
  LIST_ENTRY ManagerLink;
  PVOID PushLock;
  _P9RDR_WAITER *Waiter1;
  _P9RDR_WAITER *Waiter2;
  PEX_TIMER Timer;
  bool bWaiterEnabled;
};

struct _P9RDR_WAITER
{
  _P9RDR_USER_CALLBACK *Callback;
  PVOID Handler;
  PVOID HandlerParam;
  _P9RDR_WAITER *Next;
};

Please note that the UserCallback->bWaiterEnabled was set to True here, I named it as bWaiterEnabled,  I know it is probably not exact. Then NotifyUserProcess() returns, and P9CreateVNetRoot() returns, finally rdbss calls RxCancellableWaitSync() to wait the event object  RxContextForCreate->ConditionEvent until RxFinishNetRootConstruction() calls RxUpdateCondition() by P9RdrService to signal it .

struct _RX_CONTEXT_FOR_CREATE
{
    …
    KEVENT ConditionEvent;  // Offset 0x170
    …
};

00 rdbss!RxCancellableWaitSync
01 rdbss!RxWaitForStableCondition
02 rdbss!RxFindOrCreateConnections
03 rdbss!RxFindOrConstructVirtualNetRoot
04 rdbss!RxCreateTreeConnect
05 rdbss!RxCommonCreate
06 rdbss!RxFsdCommonDispatch
07 rdbss!RxFsdDispatch
08 nt!IopfCallDriver


When P9RdrService launched, its main thread and Threadpool thread both will send Ioctl code 0x220014u to the p9rdr device \Device\P9Rdr, so the p9fs::UserCallbackManager::RegisterUserCallback will be called at the same time. Let’s call them Thread1 and Thread2.

In Thread1,  RegisterUserCallback calls FindCallbackWithLockHeld to get the UserCallback object which was added by NotifyUserProcess(). Then it calls p9fs::UserCallbackManager::ResumeWaiters(), in ResumeWaiters, it calls (Waiter->Handler)(Waiter->HandlerParam, 0i64, WaiterEnabled); finally, p9fs::UserCallbackManager::CallUserCallback() will be called. The callStack is as below:

00 p9rdr!p9fs::UserCallbackManager::CallUserCallback
01 p9rdr!p9fs::Device::CallUserCallback
02 p9rdr!p9fs::Device::CreateNetRootAndVNetRoot
03 p9rdr!<lambda_bc87d5b93b0a07270d3a20ff16fdb2db>::<lambda_invoker_cdecl><void *,long,bool>
04 p9rdr!p9fs::UserCallbackManager::ResumeWaiters
05 p9rdr!p9fs::UserCallbackManager::RegisterUserCallback
06 p9rdr!p9fs::P9DevFcbXXXControlFile
07 rdbss!RxXXXControlFileCallthru
08 rdbss!RxCommonDevFCBIoCtl
09 rdbss!RxFsdCommonDispatch
0a rdbss!RxFsdDispatch
0b nt!IopfCallDriver
0c nt!IofCallDriver

In UserCallbackManager::CallUserCallback(), it will try to copy the file name to the output buffer, but because my test program uses a very long file name purposely, it is bigger than the output buffer length, so it will call p9fs::UserCallback::RemoveFromList(Callback_) to remove this UserCallback object from UserCallbackManage list, and return 0xC0000023 {Buffer Too Small}.
When it comes back to CreateNetRootAndVNetRoot(), due to the return value is 0xC0000023,  it will get to:
    RxFinishPhysicalNetRootConstruction = NetRootConstructionContext->RxFinishPhysicalNetRootConstruction;
    NetRootConstructionContext->MRxReturnedStatus = 0xC00000CC;
    RxFinishPhysicalNetRootConstruction(NetRootConstructionContext);
    return;


struct ) _RX_NETROOT_CONSTRUCTION_CONTEXT
{
    …
    PVOID RxFinishPhysicalNetRootConstruction; // offset 0x110
    …
    int MRxReturnedStatus;                                     // offset 0x11c
    …
};

So the rdbss!RxFinishPhysicalNetRootConstruction is called, and NetRootConstructionContext will be free in it.
 

Before RemoveFromList() was called by Thread1, Thread2 starts to call RegisterUserCallback(), the UserCallback object is still in the UserCallbackManage list at the moment, so it gets this callback object from FindCallbackWithLockHeld(), and run to  p9fs::UserCallback::ReplyCallback(). Because Thread1 has called this function with this callback object, so normally, the callback has been clear in ReplyCallback() by Thread1, so Callback->Waiter1 = NULL; and Callback->bWaiterEnabled = 0, but Thread1 called p9fs::UserCallback::AddWaiter in p9fs::UserCallbackManager::CallUserCallback, so the Callback->Waiter1 was set back in AddWaiter(). Please note that the Callback->bWaiterEnabled is still 0, it was not changed by AddWaiter(). So when Thread2 calls ReplyCallback(), it still can return the waiter. So same as Thread1, Thread2 will also finally get to CreateNetRootAndVNetRoot(), but due to the third parameter bWaiterEnabled is 0, so it will get to 
if ( !bWaiterEnabled )
{

    RxFinishPhysicalNetRootConstruction = NetRootConstructionContext->RxFinishPhysicalNetRootConstruction;
    NetRootConstructionContext->MRxReturnedStatus = 0xC00000CC;
    RxFinishPhysicalNetRootConstruction(NetRootConstructionContext);
    return;
}

If Thread2 can get this callback object and get into CreateNetRootAndVNetRoot(), the NetRootConstructionContext may be freed at any time by Thread1 or Thread2, but this NetRootConstructionContext is still being used by another thread. 

I feel the root cause is that there is no multithread synchronization protection in CreateNetRootAndVNetRoot(). Yes, in RegisterUserCallback(), there is UserCallbackManager->Pushlock to do the protection, but ResumeWaiters() is out of it, ResumeWaiters() is not protected by UserCallbackManager->Pushlock.


However, the above analysis is based on my test and debugging, as well as static code review, I can not confirmed it 100%, because it is a multithread race condition bug, I can not use single step to debug and watch it, and even conditional breakpoints and print logs from debugger also affect its running and result more or less.



Normally, NetRootConstructionContext should be freed twice and cause a pool crash bugcheck, but in RxFinishNetRootConstruction(), it calls RxOrphanVNetRoot() before calling RxpFreeConnectionConstructionContext() to free the context. Because RxOrphanVNetRoot() is called twice with the same VirtualNetRoot object, so on the second time, the check of its RunRef fails and then it calls to __int2c() to hang the system and wait for kd to attach it.

When RxOrphanVNetRoot() was called in RxFinishNetRootConstruction(), at the moment, the register rsi is the NetRootConstructionContext, and in RxOrphanVNetRoot(), at the beginning of of it, rsi was assigned to “mov     [rsp+0x18], rsi”, when it runs to __int2c(), the value of  rsp has changed, from my test and verification, right now, NetRootConstructionContext was being stored in the [rsp+0x80], you can check it with !pool command, it should have been freed.

1: kd> g
Assertion failure - code c0000420 (!!! second chance !!!)
fffff807`631426aa cd2c            int     2Ch
0: kd> kc
 # Call Site
00 rdbss!RxOrphanVNetRoot
01 rdbss!RxFinishNetRootConstruction
02 p9rdr!p9fs::Device::CreateNetRootAndVNetRoot
03 p9rdr!p9fs::P9CreateVNetRoot
04 rdbss!RxConstructNetRoot
05 rdbss!RxFindOrCreateConnections
06 rdbss!RxFindOrConstructVirtualNetRoot
07 rdbss!RxCreateTreeConnect
08 rdbss!RxCommonCreate
09 rdbss!RxFsdCommonDispatch
0a rdbss!RxFsdDispatch
0b nt!IopfCallDriver
0c nt!IofCallDriver
0d mup!MupStateMachine
0e mup!MupCreate
0f nt!IopfCallDriver
10 nt!IofCallDriver
11 FLTMGR!FltpCallDriver
12 FLTMGR!FltpCreate
13 nt!IopfCallDriver
14 nt!IofCallDriver
15 nt!IopParseDevice
16 nt!ObpLookupObjectName
17 nt!ObOpenObjectByNameEx
18 nt!IopCreateFile
19 nt!NtCreateFile
1a nt!KiSystemServiceCopyEnd
1b ntdll!NtCreateFile
1c P9rdrTest1!OpenDevice

0: kd> r
rax=fffffb0abc139700 rbx=ffffdd8aa6dee010 rcx=fffffb0abebf6e11
rdx=fffffb0abebf6e11 rsi=00000000c00000cc rdi=ffffdd8a9d3a2240
rip=fffff807631426aa rsp=fffffb0abc1396c0 rbp=0000000000000000
 r8=0000000000000000  r9=0000000000000001 r10=fffff807ce470510
r11=fffffb0abc139678 r12=0000000000000001 r13=ffffdd8a9e398010
r14=ffffdd8a9d3a2240 r15=00000000c00000cc
iopl=0         nv up ei ng nz na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040286
rdbss!RxOrphanVNetRoot+0x12a:
fffff807`631426aa cd2c            int     2Ch
0: kd> dq rsp+80
fffffb0a`bc139740  ffffdd8a`a6e40ab0 ffffdd8a`9e398010
fffffb0a`bc139750  ffffdd8a`9e398010 fffff807`5c0e9040
fffffb0a`bc139760  fffff807`5c0e5210 00000000`00000001
fffffb0a`bc139770  ffffc6bf`6e6f384d ffffdd8a`9e238cf0
fffffb0a`bc139780  ffffdd8a`a6e40ab0 00000000`0000016a
fffffb0a`bc139790  fffffb0a`bc139860 fffff807`5c0d74f7
fffffb0a`bc1397a0  ffffdd8a`9e238cf0 fffffb0a`bc1397b0
fffffb0a`bc1397b0  ffffdd8a`9e398010 ffffdd8a`9e39820e
0: kd> !pool ffffdd8a`a6e40ab0
Pool page ffffdd8aa6e40ab0 region is Nonpaged pool
 ffffdd8aa6e40020 size:  150 previous size:    0  (Free)       RxCo
 ffffdd8aa6e40170 size:  150 previous size:    0  (Allocated)  MmCa
 ffffdd8aa6e402c0 size:  150 previous size:    0  (Free)       RxCo
 ffffdd8aa6e40410 size:  150 previous size:    0  (Free)       RxCo
 ffffdd8aa6e40560 size:  150 previous size:    0  (Free)       RxCo
 ffffdd8aa6e406b0 size:  150 previous size:    0  (Free)       RxCo
 ffffdd8aa6e40800 size:  150 previous size:    0  (Allocated)  MmCa
 ffffdd8aa6e40950 size:  150 previous size:    0  (Free)       RxCo
*ffffdd8aa6e40aa0 size:  150 previous size:    0  (Free)      *RxCo
		Pooltag RxCo : RDBSS construction context, Binary : rdbss.sys
 ffffdd8aa6e40bf0 size:  150 previous size:    0  (Allocated)  MmCa
 ffffdd8aa6e40d40 size:  150 previous size:    0  (Free)       RxCo
 ffffdd8aa6e40e90 size:  150 previous size:    0  (Allocated)  MmCa
0: kd> dq ffffdd8a`a6e40ab0 +108     //Context->VirtualNetRoot
ffffdd8a`a6e40bb8  ffffdd8a`a6dee010 fffff807`63195130
ffffdd8a`a6e40bc8  c00000cc`c00000cc c00000cc`c00000cc
ffffdd8a`a6e40bd8  00000000`00000001 00000000`00010e3b
ffffdd8a`a6e40be8  00000000`0007b2bc 61436d4d`02150000
ffffdd8a`a6e40bf8  00000000`00000000 ffffb90a`a64d3350
ffffdd8a`a6e40c08  ffffdd8a`9ce8e218 ffffdd8a`a6e40cd8
ffffdd8a`a6e40c18  00000000`00000000 00000000`00000050
ffffdd8a`a6e40c28  00000000`00000000 00000000`00000000
0: kd> r rbx //
rbx=ffffdd8aa6dee010   // Input parameter VirtualNetRoot of RxOrphanVNetRoot

