In PrjfGetPrjReparseData(), the validation for the ReparseDataBuffer is not strict enough, 

…
Status = FltFsControlFile(Instance, FileObject, 0x900A8u, 0i64, 0, PrjReparseDataBuffer, BufferLength, &LengthReturned);
…
        ReparseDataLength = PrjReparseDataBuffer->ReparseDataLength;
        if ( LengthReturned >= ReparseDataLength + 8 )
        {
          if ( ReparseDataLength == PrjReparseDataBuffer->ReparseData.Tag.PlaceHolderRelPathLength + 0x11A )
          {
            if ( ReparseDataBuffer->ReparseData.Tag.Version >= 2u )
            {
              *pbResult = 1;
              *pReparseDataBuffer = ReparseDataBuffer;
              return Status;
            }
            Status = 0xC00000BB;                // STATUS_NOT_SUPPORTED             
            if...
          }
…
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The most important check in this function is this line:
ReparseDataLength == PrjReparseDataBuffer->ReparseData.Tag.PlaceHolderRelPathLength + 0x11A )

But there is a potential USHORT type overflow bug, if PlaceHolderRelPathLength is 0xfffe, 
the ReparseDataLength = 0xfffe + 0x11A = 0x118; so set PrjReparseDataBuffer->ReparseDataLength = 0x118 will pass the check of function PrjfGetPrjReparseData().


In the PrjfPrepareCommandForFileObject() function, it uses PlaceHolderRelPathLength and szPlaceHolderRelPath to set usRel.
…
ReparseDataBuffer = FileContext->ReparseDataBuffer;
usRel.Length = ReparseDataBuffer->ReparseData.Tag.PlaceHolderRelPathLength;
usRel.MaximumLength = ReparseDataBuffer->ReparseData.Tag.PlaceHolderRelPathLength;
usRel.Buffer = ReparseDataBuffer->ReparseData.Tag.szPlaceHolderRelPath;
…

In PrjfPrepareCommandForFilePath(),  this usRel.Buffer will be copied to the CommandBuffer->RelPathBuffer with this length. Then PrjfSendCommandAndWaitForCompletion() calls FltSendMessage() to send this CommandBuffer to the user port. The pool size of this PrjReparseDataBuffer is 0x180, the additional data next to it will be leaked to the user.

struct _PRJ_COMMAND_BUFFER
{
ULONG BufferLength;
int CmdType;
GUID VirtualizationInstanceID;
char Id[4];
char StreamUuid[16];
char StreamHandleUuid[16];
PRJ_PLACEHOLDER_VERSION_INFO PlaceHolderVersionInfo;
int Padding;
char Data[544];
int RelPathOffset;
int RelPathLength;
int FilePathOffset;
int FilePathLength;
ULONG Pid;
int ProcessNameOffset;
int ProcessNameLength;
int Padding2;
WCHAR RelPathBuffer[0];
WCHAR FilePathBuffer[0];
WCHAR ProcessNameBuffer[0];
};

Status = FltSendMessage(
               gFilter,
               &UnionContext->ClientPort,
               CommandBuffer,
               CommandBuffer->BufferLength,
               0i64,
               0i64,
               0i64);


But because the PrjReparseDataBuffer->ReparseDataLength is 0x118, the offset of the field PlaceHolderRelPathLength in _PRJ_REPARSE_DATA_TAG is also 0x118, So only first 0x118 bytes will be successfully assigned to the reparse data buffer of of the file, but the PlaceHolderRelPathLength field was not included in the buffer. When PrjfGetPrjReparseData() is called, only first 0x118 bytes of the ReparseData is valid, PlaceHolderRelPathLength is a random padding data, usually this value is 0, so it does not satisfy the condition:
ReparseDataLength == ReparseDataBuffer->ReparseData.Tag.PlaceHolderRelPathLength + 0x11A    (0x118 != 0 + 0x11A)

However, there are two kind of valid reparse point data buffer structure:

struct REPARSE_DATA_BUFFER {
  ULONG  ReparseTag;
  USHORT ReparseDataLength;
  USHORT Reserved;
  union {
    ...
    struct {
      UCHAR DataBuffer[1];
    } GenericReparseBuffer;
  } DUMMYUNIONNAME;
} 

struct REPARSE_GUID_DATA_BUFFER {
  ULONG  ReparseTag;
  USHORT ReparseDataLength;
  USHORT Reserved;
  GUID   ReparseGuid;
  struct {
    UCHAR DataBuffer[1];
  } GenericReparseBuffer;
} 

The only difference between them is that there is an additional ReparseGuid field, if we treat PrjReparseDataBuffer as a REPARSE_GUID_DATA_BUFFER structure, it also can pass the check of FsRtlValidateReparsePointBuffer(). And with this additional 0x10 bytes, the PlaceHolderRelPathLength field can be included into the reparse point data buffer and successfully assigned.


In addition, In PrjfGetPrjReparseData(), It also check the ReparseDataLength:
…
ReparseDataLength = PrjReparseDataBuffer->ReparseDataLength;
if ( ReparseDataLength < 0x11Au )
{
    Status = 0xC000CE02;                        
    if...
    goto LABEL_28;
}
…

But this only happens when the BufferLength  is not big enough.
…
BufferLength = FileObject->FileName.Length + 0x1A;
while ( 1 )
{
    PrjReparseDataBuffer = ExAllocatePool2(0x100i64, BufferLength, 0x69724A50i64);
    if ( !PrjReparseDataBuffer  )
      return 0xC000009A;                        // STATUS_INSUFFICIENT_RESOURCES
    Status = FltFsControlFile(Instance, FileObject, 0x900A8u, 0i64, 0, PrjReparseDataBuffer , BufferLength, &LengthReturned);
…

So if the file name of the FileObject is very long, BufferLength is enough to receive the returned reparse point data, it will not get to the above check.




By the way, the RelLength should be 0xfffe, but in the PrjfPrepareCommandForFilePath() function, it tried to remove the file stream suffix from it. So the RelLength may be truncated by the ':' , this makes the length uncertain.
…
while ( usRelPath->Buffer[Index] != ':' ) // remove stream
{
    if ( ++Index >= (RelLength >> 1) )
        goto LABEL_12;
}
RelLength = 2 * Index;
usRelPath->Length = 2 * Index;
…

And if any data within RelLength is inaccessible during the above while loop, there will be an AV BSOD on the line: while ( usRelPath->Buffer[Index] != ':' ).


Below is some debugging information:
prjflt!memcpy:
fffff801`8702a480 488bc1          mov     rax,rcx
0: kd> k
 # Child-SP          RetAddr               Call Site
00 ffffbd8f`1792ecb8 fffff801`87046eab     prjflt!memcpy
01 ffffbd8f`1792ecc0 fffff801`87046ab9     prjflt!PrjfPrepareCommandForFilePath+0x2a3
02 ffffbd8f`1792ed40 fffff801`8704883b     prjflt!PrjfPrepareCommandForFileObject+0xd5
03 ffffbd8f`1792edf0 fffff801`8703bccc     prjflt!PrjfSendStartDirectoryEnumerationCommand+0x8b
04 ffffbd8f`1792f090 fffff801`8703b52f     prjflt!PrjfEnumerateLayeredDirectories+0x128
05 ffffbd8f`1792f130 fffff801`8703fe2a     prjflt!PrjfEnumerateDirectoryWithMerge+0x483
06 ffffbd8f`1792f2c0 fffff801`8704f2a0     prjflt!PrjfIsDirectoryEmpty+0x1b6
07 ffffbd8f`1792f380 fffff801`870412ab     prjflt!PrjfPrepareForDelete+0xac
08 ffffbd8f`1792f450 fffff801`870413a0     prjflt!PrjfPreSetDispositionInformation+0x6b
09 ffffbd8f`1792f4b0 fffff801`829a6c10     prjflt!PrjfPreSetInformation+0x40
0a ffffbd8f`1792f4f0 fffff801`829a62b3     FLTMGR!FltpPerformPreCallbacksWorker+0x620
0b ffffbd8f`1792f680 fffff801`829bc4dc     FLTMGR!FltpPassThroughInternal+0xf3
0c ffffbd8f`1792f720 fffff801`829bc197     FLTMGR!FltpPassThrough+0x2cc
0d ffffbd8f`1792f770 fffff801`f0d14b8d     FLTMGR!FltpDispatch+0x227
0e ffffbd8f`1792f810 fffff801`f0d14939     nt!IofCallDriver+0x4d
0f ffffbd8f`1792f850 fffff801`f0e8dfd4     nt!IopCallDriverReference+0xf9
10 ffffbd8f`1792f8d0 fffff801`f1142ac5     nt!NtSetInformationFile+0xd74
11 ffffbd8f`1792fa00 00007fff`c14223e4     nt!KiSystemServiceCopyEnd+0x25
12 000000c6`792ff648 00007fff`bea49eca     ntdll!NtSetInformationFile+0x14
13 000000c6`792ff650 00007fff`bea4985b     KERNELBASE!InternalRemoveDirectoryW+0x642
14 000000c6`792ff760 00007ff6`8f7107f6     KERNELBASE!RemoveDirectoryW+0xb
15 000000c6`792ff790 00007ff6`8f710fe9     PrjLeank26!Run+0x1b6 
…
0: kd> r
rax=0000000000000c8a rbx=ffffbf0cf709f000 rcx=ffffbf0cf709f380
rdx=ffffbf0cff2342d2 rsi=00000000000010ba rdi=0000000000000000
rip=fffff8018702a480 rsp=ffffbd8f1792ecb8 rbp=00000000000010ba
 r8=0000000000000c8a  r9=ffffbf0cf709f000 r10=0000000000000f72
…
0: kd> !pool ffffbf0cff2342d2
Pool page ffffbf0cff2342d2 region is Paged pool
 ffffbf0cff234020 size:  180 previous size:    0  (Free)       DCsv
*ffffbf0cff2341a0 size:  180 previous size:    0  (Allocated) *PJri
		Owning component : Unknown (update pooltag.txt)
 ffffbf0cff234320 size:  180 previous size:    0  (Allocated)  NtfE
 ffffbf0cff2344a0 size:  180 previous size:    0  (Allocated)  NtfE
 ffffbf0cff234620 size:  180 previous size:    0  (Free)       NtFU
 ffffbf0cff2347a0 size:  180 previous size:    0  (Allocated)  NtfE
 ffffbf0cff234920 size:  180 previous size:    0  (Allocated)  NtfE
 ffffbf0cff234aa0 size:  180 previous size:    0  (Allocated)  NtfE
 ffffbf0cff234c20 size:  180 previous size:    0  (Allocated)  NtfE
 ffffbf0cff234da0 size:  180 previous size:    0  (Free)       NtFU
0: kd> ? ffffbf0cff2341a0 + 180 - ffffbf0cff2342d2
Evaluate expression: 78 = 00000000`0000004e
0: kd> ? 0000000000000c8a - 00000000`0000004e
Evaluate expression: 3132 = 00000000`00000c3c
0: kd> db ffffbf0cff234320 l00000000`00000c3c
ffffbf0c`ff234320  00 00 18 03 4e 74 66 45-00 00 00 00 00 00 00 00  ....NtfE........
ffffbf0c`ff234330  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`ff234340  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`ff234350  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`ff234360  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`ff234370  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`ff234380  00 00 00 00 00 00 00 00-a5 b0 58 55 00 00 00 00  ..........XU....
ffffbf0c`ff234390  a0 43 23 ff 0c bf ff ff-a0 43 23 ff 0c bf ff ff  .C#......C#.....
ffffbf0c`ff2343a0  00 00 00 00 00 00 00 00-00 c4 2e e1 87 98 ff ff  ................
ffffbf0c`ff2343b0  30 c5 2e e1 87 98 ff ff-b0 c5 2e e1 87 98 ff ff  0...............
ffffbf0c`ff2343c0  ff ff ff ff ff ff ff ff-a5 b0 58 55 00 00 00 00  ..........XU....
ffffbf0c`ff2343d0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
…
0: kd> pt
prjflt!memcpy+0x169:
fffff801`8702a5e9 c3              ret
1: kd> db ffffbf0cf709f380+4e
ffffbf0c`f709f3ce  00 00 18 03 4e 74 66 45-00 00 00 00 00 00 00 00  ....NtfE........
ffffbf0c`f709f3de  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`f709f3ee  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`f709f3fe  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`f709f40e  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`f709f41e  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`f709f42e  00 00 00 00 00 00 00 00-a5 b0 58 55 00 00 00 00  ..........XU....
ffffbf0c`f709f43e  a0 43 23 ff 0c bf ff ff-a0 43 23 ff 0c bf ff ff  .C#......C#.....
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ruct _PRJ_REPARSE_DATA_TAG

int Version;
int dwFlags;

GUID virtualizationInstanceID;
PRI_PLACEHOLDER_VERSION_INFO PlaceHolderVersionInfo;
unsigned _int16 PlaceHolderRelPathLength;

WCHAR szPlaceHolderRelPath[1];




