In PrjfExpandFile() function:
…
if ( ExpansionState != 3 || (StreamContext->NotificationMask & 0x1000) == 0 )
   goto LABEL_34;
usRel = 0i64;
Status = FltGetFileNameInformationUnsafe(FileObject, Instance, 0x101u, &FileNameInfo);
if ( Status >= 0 )
  {
    RootLength = UnionContext->usVirtRoot.Length;
    virtualizationInstanceID = UnionContext->virtualizationInstanceID;
    usRel.Buffer = (FileNameInfo->Name.Buffer + RootLength + 2);
    bIsDir = StreamContext->FileType == 1;
    usRel.Length = FileNameInfo->Name.Length - RootLength - 2;
    usRel.MaximumLength = usRel.Length;
    Status = PrjfSendNotifyOperationCommand(
               0i64,
               Instance,
               FileObject,
               &virtualizationInstanceID,
               &usRel,
               bIsDir,
               0x1000,
               0i64,
               0i64,
               0,
               0i64);

…

Take a look at this line: usRel.Length = FileNameInfo->Name.Length - RootLength - 2;
If the file path of the FileObject  is same with the VirtRoot, usRel.Length will be 0-2=0xfffe, and this usRel.Buffer will be copied to the CommandBuffer->RelPathBuffer with this length. Then PrjfSendCommandAndWaitForCompletion() calls FltSendMessage() to send this CommandBuffer to the user port. The pool size of this FileNameInfo is 0x160, the additional data next to it will be leaked to the user.

struct _PRJ_COMMAND_BUFFER
{
ULONG BufferLength;
int CmdType;
GUID VirtualizationInstanceID;
char Id[4];
char StreamUuid[16];
char StreamHandleUuid[16];
PRJ_PLACEHOLDER_VERSION_INFO PlaceHolderVersionInfo;
int Padding;
char Data[544];
int RelPathOffset;
int RelPathLength;
int FilePathOffset;
int FilePathLength;
ULONG Pid;
int ProcessNameOffset;
int ProcessNameLength;
int Padding2;
WCHAR RelPathBuffer[0];
WCHAR FilePathBuffer[0];
WCHAR ProcessNameBuffer[0];
};

Status = FltSendMessage(
               gFilter,
               &UnionContext->ClientPort,
               CommandBuffer,
               CommandBuffer->BufferLength,
               0i64,
               0i64,
               0i64);

So  I need to find a way to get to the PrjfExpandFile() function with the VirtRoot dir path as the FileObject. After viewing the code, I find that PrjfExpandAndWait() and PrjfExpandAndPend() have a chance to get there.
But before to call them, there is always a condition to block it, as follows:

if ( StreamContext->FileType )
{
	if ( StreamContext->FileType - 1 < 2 )
		goto LABEL_16;
	Status = 0xC000000D;
	MicrosoftTelemetryAssertTriggeredMsgKM("Invalid stream context type");
	goto LABEL_15;
}


struct __declspec(align(4)) _PRJ_STREAM_CONTEXT
{
ULONG FileType;
ULONG UnionInstanceContextRefNo;
_PRJ_FILE_CONTEXT *FileContext;
LARGE_INTEGER EndOfFile;
UUID Uuid;
PRJ_NOTIFY_TYPES NotificationMask;
bool IsDir;
};

From PrjfCreateStreamContext(), the FileType is as below:
0 -> Normal File
1 -> Directory
2 -> Stream file

It means that if I want to call PrjfExpandAndWait() or PrjfExpandAndPend(), the FileType has to be a normal file, but this filename is being used by VirtRoot. Walking here, it seems hopeless.

But when I tried to remove the VirtRoot directory, and then create a new file with its name. To my surprise , It works, I originally did not expect this to happen.

Because I thought that when the VirtRoot directory was deleted, its UnionContext should be removed from the UnionContextList of the instance context.

struct __declspec(align(8)) _PRJ_INSTANCE_CONTEXT
{
PFLT_INSTANCE Instance;
UNICODE_STRING usAltitude;
FLT_FILESYSTEM_TYPE VolumeFilesystemType;
ULONG VolAllocationUnitBytes;
GUID VolumeGuid;
ERESOURCE Resource;
LIST_ENTRY UnionContextList ;
int RefNo;
char _b0[256];
};

After I checked the code, I found that only in PrjfPortDisconnect() and  PrjfInstanceQueryTeardown(), the UnionContext is removed from the list, and the Delete file handler functions do not remove it. 

The next blocker is that PrjfExpandAndWait() function checks the FileContext->State at the beginning of it.

Int __fastcall PrjfExpandAndWait(
        PFLT_CALLBACK_DATA CallbackData,
        PFLT_INSTANCE Instance,
        PFILE_OBJECT FileObject,
        _PRJ_FILE_CONTEXT *FileContext,
        int State,
        …)
{ …
if ( FileContext->State < State )
  {
    ExReleaseFastMutex(p_Mutex);
    Status = PrjfLaunchExpansion(Instance, FileObject, FileContext, State, 0i64, LogLevel, Flags);
…
}

struct __declspec(align(8)) _PRJ_FILE_CONTEXT
{
_PRJ_INSTANCE_CONTEXT *InstanceContext;
_FAST_MUTEX Mutex;
int State;
_PRJ_REPARSE_DATA_BUFFER *ReparseDataBuffer;
EX_RUNDOWN_REF RunRef;
_PRJ_EXPANSION_CONTEXT *ExpansionContext;
GUID virtualizationInstanceID;
PRJ_PLACEHOLDER_VERSION_INFO *PlaceHolderVersionInfo;
UNICODE_STRING usPlaceHolderRelPath;
ERESOURCE Resource;
RTL_DYNAMIC_HASH_TABLE TombStoneHashTable;
bool _118;
bool bNoTombStone;
KEVENT NotificationEvent1;
KEVENT NotificationEvent2;
PEX_RUNDOWN_REF _150;
KEVENT NotificationEvent3;
};


Here the State parameter is 3, from the PrjfCreateFileContext(),  This state indicates that the reparse point data in the file context is NULL. The condition FileContext->State < State requires that the file have reparse point data in it when its file context is being created by the PrjfCreateFileContext() function.
But PrjfExpandAndWait() is called from PrjfPostCreate(), this happens during the file creation,  I haven't had the chance to set the reparse point data for this new VirtRoot file yet.

00 prjflt!PrjfExpandAndWait
01 prjflt!PrjfProcessOpenWithinVirtualizationRoots
02 prjflt!PrjfPostCreate


So I first created a file with the name VirtRoot2, set the reparse point data for it, and then moved it to the VirtRoot to bypass this check.

Another thing is that PrjfSendNotifyOperationCommand() checks the ProcessId. So I created a child process to satisfy this condition.
if ( PsGetProcessId(CurrentProcess) == ProcessInfo->Pid )
{
        if...
        goto LABEL_51;
}

Next is to set NotificationMappings.NotificationBitMask = PRJ_NOTIFY_FILE_PRE_CONVERT_TO_FULL for PrjStartVirtualizing() to pass the condition StreamContext->NotificationMask & 0x1000 in the PrjfExpandFile.

The last step is hooking the GetQueuedCompletionStatus() function by the detours lib to get the raw leaked data before ProjectedFSLib checks and filters out the data.

By the way, the RelLength should be 0xfffe, but in the PrjfPrepareCommandForFilePath() function, it tried to remove the file stream suffix from it. So the RelLength will be truncated by the ':' , this makes the length uncertain.
…
while ( usRelPath->Buffer[Index] != ':' ) // remove stream
{
    if ( ++Index >= (RelLength >> 1) )
        goto LABEL_12;
}
RelLength = 2 * Index;
usRelPath->Length = 2 * Index;
…

And if any data within RelLength is inaccessible during the above while loop, there will be an AV BSOD on the line: while ( usRelPath->Buffer[Index] != ':' ).


Below is some debugging information.
rax=0000000000003748 rbx=ffffbf0cfe39e000 rcx=ffffbf0cfe39e380
rdx=ffffbf0ce90542b2 rsi=0000000000003b7a rdi=0000000000000000
rip=fffff80187046ea6 rsp=ffffbd8f19dcf3c0 rbp=0000000000003b7a
 r8=0000000000003748  r9=ffffbf0cfe39e000 r10=0000000000000f72
r11=ffffd1017b800000 r12=ffffe20658ddd548 r13=fffff80187031058
r14=ffffe20658ddd500 r15=ffffbd8f19dcf7c0
iopl=0         nv up ei pl zr na po nc
cs=0010  ss=0018  ds=002b  es=002b  fs=0053  gs=002b             efl=00040246
prjflt!PrjfPrepareCommandForFilePath+0x29e:
fffff801`87046ea6 e8d535feff      call    prjflt!memcpy (fffff801`8702a480)
1: kd> k
 # Child-SP          RetAddr               Call Site
00 ffffbd8f`1778f3c0 fffff801`87024361     prjflt!PrjfPrepareCommandForFilePath+0x29e
01 ffffbd8f`1778f440 fffff801`8703f19b     prjflt!PrjfSendNotifyOperationCommand+0x3e5
02 ffffbd8f`1778f750 fffff801`8703f6ce     prjflt!PrjfExpandFile+0x38f
03 ffffbd8f`1778f840 fffff801`82a04b5e     prjflt!PrjfExpansionWorker+0xde
04 ffffbd8f`1778f930 fffff801`f0c528bf     FLTMGR!FltpProcessGenericWorkItem+0x9e
05 ffffbd8f`1778f9d0 fffff801`f0edd43f     nt!ExpWorkerThread+0x14f
06 ffffbd8f`1778fb80 fffff801`f112fe44     nt!PspSystemThreadStartup+0x4f
07 ffffbd8f`1778fbd0 00000000`00000000     nt!KiStartSystemThread+0x34
2: kd> !pool ffffbf0ce90542b2
Pool page ffffbf0ce90542b2 region is Paged pool
 ffffbf0ce9054020 size:  160 previous size:    0  (Free)       IoNm
*ffffbf0ce9054180 size:  160 previous size:    0  (Allocated) *FMn1
		Pooltag FMn1 : Unrecognized FltMgr tag (update pooltag.w), Binary : fltmgr.sys
 ffffbf0ce90542e0 size:  160 previous size:    0  (Allocated)  NtFs
 ffffbf0ce9054440 size:  160 previous size:    0  (Allocated)  AlMs
 ffffbf0ce90545a0 size:  160 previous size:    0  (Allocated)  AlMs
 ffffbf0ce9054700 size:  160 previous size:    0  (Allocated)  AlMs
 ffffbf0ce9054860 size:  160 previous size:    0  (Allocated)  AlMs
 ffffbf0ce90549c0 size:  160 previous size:    0  (Allocated)  AlMs
 ffffbf0ce9054b20 size:  160 previous size:    0  (Allocated)  NtFs
 ffffbf0ce9054c80 size:  160 previous size:    0  (Allocated)  DCvi Process: ffffe2063d5b8080
 ffffbf0ce9054de0 size:  160 previous size:    0  (Free)       FIcn
2: kd> ? ffffbf0ce9054180+160-ffffbf0ce90542b2
Evaluate expression: 46 = 00000000`0000002e
2: kd> ? 0000000000003748-00000000`0000002e
Evaluate expression: 14106 = 00000000`0000371a
2: kd> db ffffbf0ce90542e0 l00000000`0000371a
ffffbf0c`e90542e0  00 01 16 03 4e 74 46 73-c6 0c 67 51 00 00 00 00  ....NtFs..gQ....
ffffbf0c`e90542f0  44 e9 01 00 00 00 01 00-00 43 05 e9 0c bf ff ff  D........C......
ffffbf0c`e9054300  5c 00 44 00 65 00 76 00-69 00 63 00 65 00 5c 00  \.D.e.v.i.c.e.\.
ffffbf0c`e9054310  48 00 61 00 72 00 64 00-64 00 69 00 73 00 6b 00  H.a.r.d.d.i.s.k.
ffffbf0c`e9054320  56 00 6f 00 6c 00 75 00-6d 00 65 00 33 00 5c 00  V.o.l.u.m.e.3.\.
ffffbf0c`e9054330  80 00 4d 00 69 00 63 00-72 00 6f 00 73 00 6f 00  ..M.i.c.r.o.s.o.
ffffbf0c`e9054340  66 00 74 00 2d 00 57 00-69 00 6e 00 64 00 6f 00  f.t.-.W.i.n.d.o.
ffffbf0c`e9054350  77 00 73 00 2d 00 53 00-65 00 63 00 75 00 72 00  w.s.-.S.e.c.u.r.
ffffbf0c`e9054360  69 00 74 00 79 00 2d 00-53 00 50 00 50 00 2d 00  i.t.y.-.S.P.P.-.
ffffbf0c`e9054370  43 00 6f 00 6d 00 70 00-6f 00 6e 00 65 00 6e 00  C.o.m.p.o.n.e.n.
ffffbf0c`e9054380  74 00 2d 00 53 00 4b 00-55 00 2d 00 50 00 72 00  t.-.S.K.U.-.P.r.
ffffbf0c`e9054390  6f 00 66 00 65 00 73 00-73 00 69 00 6f 00 6e 00  o.f.e.s.s.i.o.n.
ffffbf0c`e90543a0  61 00 6c 00 57 00 6f 00-72 00 6b 00 73 00 74 00  a.l.W.o.r.k.s.t.
ffffbf0c`e90543b0  61 00 74 00 69 00 6f 00-6e 00 2d 00 4c 00 69 00  a.t.i.o.n.-.L.i.
ffffbf0c`e90543c0  63 00 65 00 6e 00 73 00-65 00 2d 00 50 00 61 00  c.e.n.s.e.-.P.a.
ffffbf0c`e90543d0  63 00 6b 00 61 00 67 00-65 00 7e 00 33 00 31 00  c.k.a.g.e.~.3.1.
ffffbf0c`e90543e0  62 00 66 00 33 00 38 00-35 00 36 00 61 00 64 00  b.f.3.8.5.6.a.d.
ffffbf0c`e90543f0  33 00 36 00 34 00 65 00-33 00 35 00 7e 00 61 00  3.6.4.e.3.5.~.a.
ffffbf0c`e9054400  6d 00 64 00 36 00 34 00-7e 00 7e 00 31 00 30 00  m.d.6.4.~.~.1.0.
ffffbf0c`e9054410  2e 00 30 00 2e 00 32 00-37 00 38 00 39 00 38 00  ..0...2.7.8.9.8.
ffffbf0c`e9054420  2e 00 31 00 30 00 30 00-30 00 2e 00 63 00 61 00  ..1.0.0.0...c.a.
ffffbf0c`e9054430  74 00 6e 00 69 00 66 00-65 00 73 00 74 00 00 00  t.n.i.f.e.s.t...
ffffbf0c`e9054440  00 00 16 03 41 6c 4d 73-00 00 00 00 00 00 00 00  ....AlMs........
ffffbf0c`e9054450  50 44 05 e9 0c bf ff ff-50 44 05 e9 0c bf ff ff  PD......PD......
ffffbf0c`e9054460  00 02 00 00 00 00 00 00-01 00 00 00 00 00 00 00  ................
ffffbf0c`e9054470  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`e9054480  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`e9054490  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`e90544a0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`e90544b0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`e90544c0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`e90544d0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`e90544e0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................
ffffbf0c`e90544f0  00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00  ................

…







