The vulnerable function is BfsCheckAndReleaseIdlePolicy(), it is a timer callback routine, which was created in BfsInitializePolicyTable() by gBfsPolicyTable.IdleTimer = ExAllocateTimer(&BfsIdleCheckTimerCallback, &gBfsPolicyTable, 8i64). And In BfsInsertPolicyEntry(), if there is a new policy entry was inserted and current BfsPolicyTable->PolicyList is empty, then it calls ExSetTimer(BfsPolicyTable->IdleTimer, -300000000i64, 300000000i64, 0i64) to start the timer, the DueTime and Period is 30s, which means it will be called every 30s. At the same time, this policy entry was added into BfsPolicyTable->PolicyLis.
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void __fastcall BfsCheckAndReleaseIdlePolicy(_BFS_POLICY_TABLE* BfsPolicyTable)
{
    …
    TimeThreshold = *(_QWORD*)&KUSER_SHARED_DATA.SystemTime.LowPart - 3000000000i64; // 5 minutes
    PendingRemoveListHead.Flink = &PendingRemoveListHead;
    KeEnterCriticalRegion();
    ①
    ExAcquirePushLockSharedEx(BfsPolicyTable, 0i64);
    ②
    pPolicyList = &BfsPolicyTable->PolicyList;
    for (PolicyEntry = BfsPolicyTable->PolicyList.Flink;
        PolicyEntry != pPolicyList;
        PolicyEntry = ADJ(PolicyEntry)->TableLink.Flink)
    {
        if (ADJ(PolicyEntry)->LastAccessTime < TimeThreshold)
        {
            if (_InterlockedIncrement(&ADJ(PolicyEntry)->RefNo) == 2)
            {
                Blink = PendingRemoveListHead.Blink;
                pIdleLink = &ADJ(PolicyEntry)->IdleLink;
                if (PendingRemoveListHead.Blink->Flink != &PendingRemoveListHead)
                    __fastfail(3u);
                ADJ(PolicyEntry)->IdleLink.Blink = PendingRemoveListHead.Blink;
                pIdleLink->Flink = &PendingRemoveListHead;
                Blink->Flink = pIdleLink;
                PendingRemoveListHead.Blink = &ADJ(PolicyEntry)->IdleLink;
            }
            else
            {
                _InterlockedDecrement(&ADJ(PolicyEntry)->RefNo);
            }
        }
    }
    ExReleasePushLockSharedEx(BfsPolicyTable, 0i64);
    ③
    KeLeaveCriticalRegion();
    if (PendingRemoveListHead.Flink != &PendingRemoveListHead)
    {
        KeEnterCriticalRegion();
        ExAcquirePushLockExclusiveEx(BfsPolicyTable, 0i64);
        ④
        PendingLink = PendingRemoveListHead.Flink;
        while (PendingLink != &PendingRemoveListHead)
        {
            PendingRemovePolicyEntry = ADJ(PendingLink);
            RefNo = ADJ(PendingLink)->RefNo;
            PendingLink = ADJ(PendingLink)->IdleLink.Flink;
            if (RefNo == 2)
                BfsDereferencePolicyEntryEx(PendingRemovePolicyEntry, 1);
            BfsDereferencePolicyEntryEx(PendingRemovePolicyEntry, 1);
        }
        if (pPolicyList->Flink == pPolicyList)
            ExCancelTimer(BfsPolicyTable->Timer, 0i64);
        ExReleasePushLockExclusiveEx(BfsPolicyTable, 0i64);
        ⑤
        KeLeaveCriticalRegion();
    }
}

In BfsCheckAndReleaseIdlePolicy(), it first tries to get the BfsPolicyTable->PushLock at ①, In code block ②, if the LastAccessTime of the policy entry is more than 5 minutes, and if the current RefNo of the entry is 1, it will be added into a local list PendingRemoveListHead, then release the BfsPolicyTable->PushLock. In code block ④, it gets the lock again and if RefNo is 2, BfsDereferencePolicyEntryEx will be called twice to release the policy entry, otherwise, BfsDereferencePolicyEntryEx will be only called once.

The vulnerability comes from the ③, at this point, the pushlock is just released and then it tries to acquire this lock again. The code block ② and ④ are protected by the BfsPolicyTable->PushLock respectively, but in the scope ③ which is between them, the BfsPolicyTable->PushLock can be acquired at other place and therefore policy entries which was already added into the PendingRemoveListHead can be changed during this short time slot.

Let us think about the below situation, at the ③, the attacker send following device io control request.

· BfsProcessDeletePolicyEntryRequest()
· BfsProcessSetPolicyRequest()
· BfsGetPolicyEntry
· BfsDereferencePolicyEntryEx

1. It first calls BfsProcessDeletePolicyEntryRequest() to decrease the RefNo by 1, so the RefNo is changed from 2 to 1 when it returns. 
2. And next, BfsProcessSetPolicyRequest() is called, it first calls BfsGetPolicyEntry() to get the policy entry, the RefNo was increased by 1 in BfsGetPolicyEntry, so the RefNo is restored to 2 after BfsGetPolicyEntry() returns.
3. It continues to run into BfsDereferencePolicyEntryEx() to wait for the BfsPolicyTable->PushLock.
4. Then BfsCheckAndReleaseIdlePolicy gets the BfsPolicyTable->PushLock and go into the code block ④, and hold the lock until ⑤, in ④, it checks the RefNo == 2, and yes, condition satisfied, so BfsDereferencePolicyEntryEx was called twice, this policy entry was freed in second BfsDereferencePolicyEntryEx.
5. BfsDereferencePolicyEntryEx release the lock and runs to ⑤.
6. Then the attacker thread gets the lock, and continue to run in the BfsDereferencePolicyEntryEx(), but this policy entry has been freed in the code block ④,so this causes a UAF bug. Normally the RefNo of the freed policy entry is 0 at the moment, does not satisfy the condition   if ( _InterlockedExchangeAdd(&PolicyEntry->RefNo, -1u) == 1 ) in the BfsDereferencePolicyEntryEx(), therefore it exits directly and nothing will happen except for the RefNo was changed to -1. But If the policy entry was filled with a curated payload by the attacker within this short moment, it will be an exploitable bug. For how to exploit this UAF bug in BfsDereferencePolicyEntryEx(), please refer to the attached doc Bfs_LPE.pdf in case 96939.


How to trigger it?

It is a racing bug based on the timing, so timing is very important here. If sending requests a little earlier before BfsCheckAndReleaseIdlePolicy went into code block ②, at this moment, RefNo of policy entries is still 1, has no be increased to 2 by code block ②,  therefore, the entries will be deleted by BfsProcessDeletePolicyEntryRequest(), and then a new one was created by BfsProcessSetPolicyRequest(), this will not satisfy the condition of LastAccessTime > 5mins in  ②, and entries will not be added into PendingRemoveListHead; however If it's a little later, it already runs into the code block ④.

So the requests have to be sent to trigger the bug precisely during the code block ③.

My Idea is if there are a lot of policy entries need to be handle in the code block ② at the same time, it maybe take some time to run within the for loop of ②, and during that time, it is holding the  BfsPolicyTable->PushLock, and at this moment,  if I send a ioctl request which will call BfsGetPolicyEntry function, the request has to wait for this lock in BfsGetPolicyEntry, this will take much more time returns than normal one, then I know that BfsCheckAndReleaseIdlePolicy() has run into code block  ②, now I can send the request to trigger the bug. By constantly sending the ioctl request for example SendSetPolicyRequest(), I can know when I should begin to trigger the bug.  Therefore, I created a lot of policy entry and updated their LastAccessTime at the same time in my test program, and then I set following breakpoints at the place of ①,③and ⑤ to check time spent in different areas:

bu bfs!BfsCheckAndReleaseIdlePolicy     ".echo 1;.time;.thread;gc"
bu bfs!BfsCheckAndReleaseIdlePolicy+C5  ".echo 2;.time;.thread;gc"
bu bfs!BfsCheckAndReleaseIdlePolicy+161 ".echo 3;.time;.thread;gc"

1
Debug session time: Mon May  5 17:15:43.644 2025 (UTC + 8:00)
System Uptime: 0 days 0:06:55.239
Implicit thread is now ffff910f`07e20040
2
Debug session time: Mon May  5 17:15:43.644 2025 (UTC + 8:00)
System Uptime: 0 days 0:06:55.240
Implicit thread is now ffff910f`07e20040
1
Debug session time: Mon May  5 17:15:54.003 2025 (UTC + 8:00)
System Uptime: 0 days 0:07:05.240
Implicit thread is now ffff910f`07e22040
3
Debug session time: Mon May  5 17:15:55.055 2025 (UTC + 8:00)
System Uptime: 0 days 0:07:06.041
Implicit thread is now ffff910f`07e20040


However, the result shows that the time in code block ② is very short, almost can be ignored, but time in code block ④ is much longer, for example, if there are 5000 entries, it may take more than 10s to handle in its while loop, but this is not what I expected, I hope it can take more time in code block ② not ④ to let me know it is being in the code block ②.

But anyway, at this point, I can know when it went into code block ④.

And By above 3 breakpoints, I observed another thing, that is the Period of the timer is 30s, if it takes more than 30s in the code block ④, the system will launch another thread to call the timer function BfsCheckAndReleaseIdlePolicy, and at the moment, due to the lock is still holding  by the previous BfsCheckAndReleaseIdlePolicy(), so this new timer function BfsCheckAndReleaseIdlePolicy() will have to wait for the lock at  ①.

Based on the above analysis, I can create 2 batch policy entries. All of them have a sufficient number of policy entries. The Batch1 is to let BfsCheckAndReleaseIdlePolicy run more than 30s in ④,then I know it already went into code block  ④ by entries of Batch1, and a new timer function BfsCheckAndReleaseIdlePolicy will be called.  I start to send the requests with policy entries of batch2 to trigger the bug. At the moment, my requests are waiting for the lock, and the second BfsCheckAndReleaseIdlePolicy() is also waiting for the lock at the place  ①. When the lock was released from the ④ by the first BfsCheckAndReleaseIdlePolicy(), they begin to race this lock, at this point, I hope the second BfsCheckAndReleaseIdlePolicy() can get this lock quickly, because the requests which got this lock before second BfsCheckAndReleaseIdlePolicy(), it actually a waste of  bullets, I hope they can be used at the code block ③ to trigger the bug, but due to  I prepared a lot of entries, even though some entries were wasted at the point ①, there are still enough entries to trigger the bug at the place ③.

There is another thing need to note is the thread priority, the timer function BfsCheckAndReleaseIdlePolicy was launched in system process, and its thread priority is 12, the priority of normal thread is 8, therefore, if your threads want to race the lock with timer function, you need to elevate the their thread priority. 

3: kd> g
Breakpoint 0 hit
…
bfs!BfsCheckAndReleaseIdlePolicy:
fffff806`38254468 488bc4          mov     rax,rsp
0: kd> !thread
THREAD ffff910f07e20040  Cid 0004.01f0  Teb: 0000000000000000 Win32Thread: 0000000000000000 RUNNING on processor 0
…
Priority 12  BasePriority 12  IoPriority 2  PagePriority 5

0: kd> kc
 # Call Site
00 bfs!BfsCheckAndReleaseIdlePolicy
01 bfs!BfsIdleCheckWorkitemRoutine
02 nt!IopProcessWorkItem
03 nt!ExpWorkerThread
04 nt!PspSystemThreadStartup
05 nt!KiStartSystemThread
0: kd> !process @$proc 0
PROCESS ffff910f046ab040
    SessionId: none  Cid: 0004    Peb: 00000000  ParentCid: 0000
    DirBase: 001aa000  ObjectTable: ffffe7091f29de80  HandleCount: 25419.
    Image: System



Usually it takes 30 minutes ~ 1 hour to trigger the bug. Therefore, I did the following 3 things to expedite the process when I was verifying it.

1 In BfsCheckAndReleaseIdlePolicy, It checks the Policy entry's last access time, it will be added into PendingRemoveList only if it is more than 5 minutes.
It means we only have one chance to try it every 5 minutes, and it is a racing bug, so it may take several rounds to trigger it.
Therefore I use "eq bfs!BfsCheckAndReleaseIdlePolicy+0x2a ffffffff`e8287c00" command to change the time threshold to 40 seconds, from this, we only need to wait for 40s to get a chance to trigger it, instead of 5 minutes.
1: kd> u bfs!BfsCheckAndReleaseIdlePolicy+0x28
bfs!BfsCheckAndReleaseIdlePolicy+0x28:
fffff806`38254490 48b900a22f4dffffffff mov rcx,0FFFFFFFF4D2FA200h
fffff806`3825449a 488b18          mov     rbx,qword ptr [rax]
fffff806`3825449d 488d45f0        lea     rax,[rbp-10h]
fffff806`382544a1 488945f8        mov     qword ptr [rbp-8],rax
fffff806`382544a5 4803d9          add     rbx,rcx
fffff806`382544a8 488d45f0        lea     rax,[rbp-10h]
fffff806`382544ac 488945f0        mov     qword ptr [rbp-10h],rax
fffff806`382544b0 4c8b15d1200100  mov     r10,qword ptr [bfs!_imp_KeEnterCriticalRegion (fffff806`38266588)]
1: kd> ? 0FFFFFFFF4D2FA200h
Evaluate expression: -3000000000 = ffffffff`4d2fa200    // 3000000000 * 100ns = 300s = 5Minutes
1: kd> eq bfs!BfsCheckAndReleaseIdlePolicy+0x2a ffffffff`e8287c00
1: kd> u bfs!BfsCheckAndReleaseIdlePolicy+0x28
bfs!BfsCheckAndReleaseIdlePolicy+0x28:
fffff806`38254490 48b9007c28e8ffffffff mov rcx,0FFFFFFFFE8287C00h
fffff806`3825449a 488b18          mov     rbx,qword ptr [rax]
fffff806`3825449d 488d45f0        lea     rax,[rbp-10h]
fffff806`382544a1 488945f8        mov     qword ptr [rbp-8],rax
fffff806`382544a5 4803d9          add     rbx,rcx
fffff806`382544a8 488d45f0        lea     rax,[rbp-10h]
fffff806`382544ac 488945f0        mov     qword ptr [rbp-10h],rax
fffff806`382544b0 4c8b15d1200100  mov     r10,qword ptr [bfs!_imp_KeEnterCriticalRegion (fffff806`38266588)]
1: kd> ? 0FFFFFFFFE8287C00h
Evaluate expression: -400000000 = ffffffff`e8287c00     // 400000000 * 100ns = 40s

2 In BfsInsertPolicyEntry, it calls ExSetTimer(BfsPolicyTable->Timer, -300000000i64, 300000000i64, 0i64) to set the timer, 300000000*100ns = 30s, it means BfsCheckAndReleaseIdlePolicy will be called every 30s. Therefore I have to create a lot of app silo processes to get enough policy entries, because we need sufficient policy entries to let BfsCheckAndReleaseIdlePolicy take more than 30s to handle them. so I used "ed bfs!BfsInsertPolicyEntry+3A2+2 00000000`05f5e100" command to change the Period of time from 30s to 10s, thus, we only need much less policy entries, it can save a lot time at the beginning stage to wait for app silos creation.
1: kd> u bfs!BfsInsertPolicyEntry+3A2
bfs!BfsInsertPolicyEntry+0x3a2:
fffff806`382560fa 41b800a3e111    mov     r8d,11E1A300h
fffff806`38256100 4c8b1549010100  mov     r10,qword ptr [bfs!_imp_ExSetTimer (fffff806`38266250)]
fffff806`38256107 e8e4b30b6a      call    nt!ExSetTimer (fffff806`a23114f0)
fffff806`3825610c 488b4b08        mov     rcx,qword ptr [rbx+8]
fffff806`38256110 488d4740        lea     rax,[rdi+40h]
fffff806`38256114 483919          cmp     qword ptr [rcx],rbx
fffff806`38256117 0f8540030000    jne     bfs!BfsInsertPolicyEntry+0x705 (fffff806`3825645d)
fffff806`3825611d 488918          mov     qword ptr [rax],rbx
1: kd> ? 11E1A300h
Evaluate expression: 300000000 = 00000000`11e1a300  // 30s
1: kd> ed bfs!BfsInsertPolicyEntry+3A2+2 00000000`05f5e100
1: kd> u bfs!BfsInsertPolicyEntry+3A2
bfs!BfsInsertPolicyEntry+0x3a2:
fffff806`382560fa 41b800e1f505    mov     r8d,5F5E100h
fffff806`38256100 4c8b1549010100  mov     r10,qword ptr [bfs!_imp_ExSetTimer (fffff806`38266250)]
fffff806`38256107 e8e4b30b6a      call    nt!ExSetTimer (fffff806`a23114f0)
fffff806`3825610c 488b4b08        mov     rcx,qword ptr [rbx+8]
fffff806`38256110 488d4740        lea     rax,[rdi+40h]
fffff806`38256114 483919          cmp     qword ptr [rcx],rbx
fffff806`38256117 0f8540030000    jne     bfs!BfsInsertPolicyEntry+0x705 (fffff806`3825645d)
fffff806`3825611d 488918          mov     qword ptr [rax],rbx
1: kd> ? 5F5E100h
Evaluate expression: 100000000 = 00000000`05f5e100  // 10s

3 InBfsDereferencePolicyEntryEx,  normally the RefNo of the freed policy entry is 0 at the moment, does not satisfy the condition   if ( _InterlockedExchangeAdd(&PolicyEntry->RefNo, -1u) == 1 ), therefore it exits directly and nothing will happen except for the RefNo was changed to -1. Although I use heap spray to try to fill the freed entries with curated payload, but there are times that it failed to fill it in such a short time, so even if there is a UAF bug, you may can not feel it.To ensure I do not miss it, I use "eb bfs!BfsDereferencePolicyEntryEx+0x43 f 87" to change the check from _InterlockedExchangeAdd(&PolicyEntry->RefNo, -1u) == 1 to _InterlockedExchangeAdd(&PolicyEntry->RefNo, -1u) <= 1, from this, the freed entry also pass this condition to continue run in BfsDereferencePolicyEntryEx, the PolicyEntry->pUserId will be freed twice to cause a bugcheck.

1: kd> u bfs!BfsDereferencePolicyEntryEx+0x43 
bfs!BfsDereferencePolicyEntryEx+0x43:
fffff806`3825463f 0f85d5000000    jne     bfs!BfsDereferencePolicyEntryEx+0x11e (fffff806`3825471a)
fffff806`38254645 488b4b18        mov     rcx,qword ptr [rbx+18h]
fffff806`38254649 4885c9          test    rcx,rcx
fffff806`3825464c 740e            je      bfs!BfsDereferencePolicyEntryEx+0x60 (fffff806`3825465c)
fffff806`3825464e 33d2            xor     edx,edx
fffff806`38254650 4c8b15011f0100  mov     r10,qword ptr [bfs!_imp_ExFreePoolWithTag (fffff806`38266558)]
fffff806`38254657 e8a494956a      call    nt!ExFreePoolWithTag (fffff806`a2badb00)
fffff806`3825465c 488b4b20        mov     rcx,qword ptr [rbx+20h]
1: kd> eb bfs!BfsDereferencePolicyEntryEx+0x43 f 87
1: kd> u bfs!BfsDereferencePolicyEntryEx+0x43 
bfs!BfsDereferencePolicyEntryEx+0x43:
fffff806`3825463f 0f87d5000000    ja      bfs!BfsDereferencePolicyEntryEx+0x11e (fffff806`3825471a)
fffff806`38254645 488b4b18        mov     rcx,qword ptr [rbx+18h]
fffff806`38254649 4885c9          test    rcx,rcx
fffff806`3825464c 740e            je      bfs!BfsDereferencePolicyEntryEx+0x60 (fffff806`3825465c)
fffff806`3825464e 33d2            xor     edx,edx
fffff806`38254650 4c8b15011f0100  mov     r10,qword ptr [bfs!_imp_ExFreePoolWithTag (fffff806`38266558)]
fffff806`38254657 e8a494956a      call    nt!ExFreePoolWithTag (fffff806`a2badb00)
fffff806`3825465c 488b4b20        mov     rcx,qword ptr [rbx+20h]

Because the timer Period was changed from 30s to 10s by "ed bfs!BfsInsertPolicyEntry+3A2+2 00000000`05f5e100" command, for matching this change, I modified the code in BfsLpe22.cpp, the only modification is "int gTimerPeriod = 30;" >> "int gTimerPeriod = 10;" and rebuild the BfsLpe2.exe, therefore if you run the command "ed bfs!BfsInsertPolicyEntry+3A2+2 00000000`05f5e100" in kd, please use this updated BfsLpe2.exe; otherwise, please use the old one.

In the new POC video, I changed the AppsiloCountPerThread in bfs.ini from 600 to 200, because it can create enough policy entries to let BfsCheckAndReleaseIdlePolicy take more than 10s to handle them in my vm machine. If your machine is faster than mine, if 200 does not work,  please set it to 300, 400 or 500 to try again.

how to confirm that 200 is enough for you, please run below commands during testing.

bu bfs!BfsCheckAndReleaseIdlePolicy     ".echo 1;.time;.thread;gc"
bu bfs!BfsCheckAndReleaseIdlePolicy+C5  ".echo 2;.time;.thread;gc"
bu bfs!BfsCheckAndReleaseIdlePolicy+161 ".echo 3;.time;.thread;gc"

1
Debug session time: Sat May 17 11:11:13.187 2025 (UTC + 8:00)
System Uptime: 0 days 0:10:15.116
Implicit thread is now ffff910f`079e9080
2
Debug session time: Sat May 17 11:11:13.187 2025 (UTC + 8:00)
System Uptime: 0 days 0:10:15.117
Implicit thread is now ffff910f`079e9080
1
Debug session time: Sat May 17 11:11:23.627 2025 (UTC + 8:00)
System Uptime: 0 days 0:10:25.117
Implicit thread is now ffff910f`0d9d5040
1
Debug session time: Sat May 17 11:11:33.847 2025 (UTC + 8:00)
System Uptime: 0 days 0:10:35.121
Implicit thread is now ffff910f`073394c0
3
Debug session time: Sat May 17 11:11:34.808 2025 (UTC + 8:00)
System Uptime: 0 days 0:10:35.861
Implicit thread is now ffff910f`079e9080
2
Debug session time: Sat May 17 11:11:35.160 2025 (UTC + 8:00)
System Uptime: 0 days 0:10:36.015
Implicit thread is now ffff910f`073394c0

you can see from the position2 to position3, the timer thread ffff910f`079e9080 takes around 20s, 0:10:35.861 - 0:10:15.117 = 20s, it is larger than the timer period 10s.In addition, due to it take more than 10s to exit, there are another 2 new timer threads ffff910f`0d9d5040 and ffff910f`073394c0 already get to the beginning of the BfsCheckAndReleaseIdlePolicy waiting for the BfsPolicyTable pushlock.

In summary, please run below commands in your kd, and use updated BfsLpe2.exe to do the test. And referring to the new POC video “Recording 2025-05-17 111417.mp4” for more details, by the way, the offset in the commands are based on the version 10.0.27842.1000, if you test it on a newer version, the offsets may be different.

.cls
bc*
sxd ld
.reload /f fltmgr.sys
.reload /f bfs.sys
eb bfs!BfsDereferencePolicyEntryEx+0x43 f 87
eq bfs!BfsCheckAndReleaseIdlePolicy+0x2a ffffffff`e8287c00
ed bfs!BfsInsertPolicyEntry+3A2+2 00000000`05f5e100
bu bfs!BfsCheckAndReleaseIdlePolicy     ".echo 1;.time;.thread;gc"
bu bfs!BfsCheckAndReleaseIdlePolicy+C5  ".echo 2;.time;.thread;gc"
bu bfs!BfsCheckAndReleaseIdlePolicy+161 ".echo 3;.time;.thread;gc"
u  bfs!BfsInsertPolicyEntry+0x6cb l3
u  bfs!BfsInsertPolicyEntry+0x6e5 l3
eb bfs!BfsInsertPolicyEntry+0x6cb 90 90 90 90 90
eb bfs!BfsInsertPolicyEntry+0x6e5 90 90 90 90 90
u  bfs!BfsInsertPolicyEntry+0x6cb l7
u  bfs!BfsInsertPolicyEntry+0x6e5 l7
g
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[struct _declspec(align(8)) _BFS_POLICY_ENTRY
{

RTL_DYNAMIC_HASH_TABLE_ENTRY TableEntry;
PSID pUserId;

PSID pContainerId;

PRKEVENT Event;
_BFS_STORAGE *Storage;

int Flag;

_LIST_ENTRY TableLink;
_LIST_ENTRY IdleLink;
__int64 LastAccessTime;

int TokenCapability;
UNICODE_STRING usRegPrefixl;
UNICODE_STRING usRegPrefix2;
int Reflo;





